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Confirmation of Clarification Template

This template is to document any clarification that the requester has made regarding a
pending FOIA request. It is a best practice to document any modification of the request in
writing. Send via regular mail on Agency Letterhead and upload correspondence in
FOIAonline or send as an email via FOIAonline.

[DATE STAMP]

[Name
Organization
Street

City, State Zip]

Re: Freedom of Information Act Request No. EPA-XX-XXXX-XXXXXX, Confirmation of
Clarification

Dear Mr./Ms. [Last name]:
Thank you for your Freedom of Information Act request. This letter concerns the above-
referenced Freedom of Information Act (FOIA) request, received by the U.S. Environmental

Protection Agency (EPA or Agency) on /MONTH DAY, YEAR], in which you requested

[INSERT directly what the FOIA request stated or accurately paraphrase description of
requested records].

Clarification

On [DATE] you spoke to [CONTACT] regarding the scope of your request. During the
conversation you clarified your request as follows:

[Edit as appropriate to reflect your conversation and the needs of the request... vou may wish 1o
include information about:

Type(s) of Records: Emails, Documents, Memoranda, Notes, Presentations, Text
Messages, Schedule, Voicemail, Data, Logs, elc.

Subject Matter/Topic/Search Terms:

Date Range:

Specific Departments/Custodians/Positions:

Estimated Date of Completion and Fee Estimate

[Provide an estimated date of completion and appropriate information regarding fees]Next
Steps
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[Edit as appropriate]

EPA has initiated the coordination of and search for responsive records in our files. During the
call, we agreed to set up regular check-in calls to keep you updated. Our next call is scheduled
for [insert date].

Please contact [Contact] if you have any questions about your request. Additionally. you may
seek assistance from EPA’s FOIA Public Liaison at hq.foia@epa.gov or (202) 566-1667, or from
the Office of Government Information Services (OGIS). You may contact OGIS in any of the
following ways: by mail. Office of Government Information Services. National Archives and
Records Administration, Room 2510, 8610 Adelphi Road, College Park, MD 20740-6001: email,
ogis@nara.gov: telephone, (301) 837-1996 or (877) 684-6448: or fax, (301) 837-0348.

If you wish to request information connected to this request in the future, please reference the
FOIA request number.

Sincerely.

INAME]
[TITLE]

9/14/2017
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Search Instruction Template for Potential Custodians

These are model search instructions for the Action Office to provide to potential record
custodians, both in the Action Office and Contributing Offices. These instructions should be
customized to reflect the search plan that the Action Office and Contributing Office develop
to search for and collect all non-Outlook records.

As part of the Search Plan, the Action Office should identify a Point of Contact (POC) who
will collect all responsive and nonresponsive records and upload releasable, responsive
records to FOIAonline. Each Contributing Office should also identify a POC who will collect
records from Contributing Office custodians, propose redactions where appropriate, and
transfer both unresponsive records and responsive records 1o the Action Office POC through
an agreed-upon method of transfer.

Search Instructions

You have been identified as a potential custodian of responsive records to a Freedom of
Information Act (FOIA) request. The request [FOIA Request Number] concerns [describe the
request and any modification agreed upon with the requestor]. A copy of the request and any
relevant communication with the requester is attached for your reference.

Reminder: In accordance with EPA’s FOIA Procedures. you should track and record the time
spent searching for responsive records.

STEP 1: CONDUCT THE SEARCH

Please search the following locations for responsive records: [The Action Office should select
the appropriate locations from the list below. |

= [otus Notes mailboxes or calendars. other Lotus Notes databases*
= Enterprise Content Management System (ECMS)

= Local or shared computer drives (C:. F:, G:, etc.):

s SharePoint sites

= QOneDrive

»  Mobile devices (e.g.. text messages and photographs)

= Voicemail

= External drives and discs

= Hard-copy files

= Other
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* Please use the following key words in your Lotus Notes search or other non-Outlook
electronic search:

= [The Action Office should provide search terms here.]
Attached for vour reference are step-by-step instructions for conducting a search of [Lotus
Notes]/ [ECMS]/ [Other Electronic Files]. The Action Office should select and attach
applicable instructions.

STEP 2: CONFIRM THE SEARCH IS COMPLETE

When you have completed your search, please send an email, with the subject line: “*Search
Response for [FOIA Request Number]™ to Action Office Point of Contact@epa.gov. In your
email. including the following information:

* The number of records located each search location [If you did not locate any records,
please note this in your email];
® The time spent searching for responsive records

STEP 3: TRANSFER SEARCH RESULTS FOR REVIEW

[For Action Office Custodians]: Once you have completed your search of all non-Outlook
records, in accordance with Step 1, above, and confirmed that your search is completed (Step
2). you will need to review those records for responsiveness. For both responsive and
nonresponsive records. please collect the records in accordance with the instructions below.
You may also be asked to review the responsive records for potential FOIA exemptions. once
all responsive records are collected.

[For Contributing Office Custodiansj: Once you have completed vour search of all
non-Outlook records, in accordance with Step 1. above. and confirmed that your search is
completed (Step 2). you will need to review those records for responsiveness. For both
responsive and nonresponsive records, please collect the records in accordance with the
instructions below. Contributing Office POC will review responsive records for potential
redactions and may seek your input before providing both responsive records and
nonresponsive records to the Action Office.

[For Lotus Notes]: As described in the attached Lotus Notes Search Instructions, all Lotus
Notes records should be uploaded to the Lotus Notes Collection Database. You will
receive an email with a hyperlink that allows you to access the database.

All other records: [The Action Office Point of Contact (POC) should select from sample
instructions provided below]

For collection via Lotus Notes Collection Database: Please include all other electronic
files in the Lotus Notes Collection Database as described in Step 6 of the Lotus Notes
Search Instructions.
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For collection via email: Consolidate all responsive records in a folder on your
computer, labelled as “Your Name, FOIA Request Number, Folder # of # Responsive”
and all non-responsive records in a folder labelled “Your Name, FOIA Request
Number, Folder # of # Nonresponsive.” You will send these folders via email to [For
Action Office custodians: Action Office POC@epa.gov] or [For Contributing Office
custodians: Contributing Office POC@epa.gov]. Due to limitations on file size. you
may need to compress the folder(s) and/or send multiple emails. For each email, use the
folder label as the subject line.

For collection via OneDrive: Action Office POC and/or Contributing Office POCs will
need to create “responsive” and “unresponsive” folders for each custodian on OneDrive.
Using the following link: [link to OneDrive folder], upload all responsive and
unresponsive records into the corresponding folders.

For collection via thumb drive: Create a folder on the thumb drive titled *“Your Name,
FOIA Request Number” and separate subfolders for responsive and nonresponsive
records. Upload all responsive records and nonresponsive records to corresponding
subfolders and save on a thumb drive. Please deliver this drive to Action Office POC or
Contributing Office POC.

Note: All hardcopy documents should be scanned into an electronic document and transferred
to Action Office POC or Contributing Office POC in accordance with the instructions above.
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Search Tracking Memo

track the search process.

This memo provides an example of how the Action Office may document the search plan and

Action Office:
Point of Contact:

Contributing Offices or Regions:
Point(s) of Contact:

Requester:

FOIAonline Number(s):
Subject of Request:
Date Range:
Custodians:

Name Office (If separated Tasked (Date)
N/A)

The following databases were searched:

Repository Repository

o Outlook o SharePoint Sites

o Lotus Notes o OneDrive

o ECMS o0 Mobile Devices

o CMS o Voicemail

o Local or shared computer drives o External Drives and Discs
o Hard-copy files o Other:

Search Terms Used:

Completed (Date)

Total Number Responsive Records:
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Instructions for Searching & Collecting Other Electronic Files

These instructions are for custodians who may be searching and collecting electronic files. If
applicable, please include this as an attachment to your Search Instructions for custodians.

Using the search terms provided in the Search Instructions, search for responsive records located
in the other computer drives to which you have access. This includes, but is not limited to, your
C: drive and your F: drive on your EPA computer. Unless you are designated by the Action
Office/ Contributing Office Point of Contact to search a shared drive, such as the G: drive, you
should limit your search to those drives to which you have sole access.

Note: Computer drives cannot be collectively searched. For each search term, you will need to
conduct a separate search within each drive that you have identified as containing potentially
responsive records.

Below are detailed instructions that will guide you through the following steps:

(1) Create search folders to collect search results and final collection folders for
responsive and nonresponsive records

(2) Conduct term-specific searches of a single drive, and repeat for each drive

(3) Copy search results into a search folder

(4) Consolidate all search results into the final collection folders and search for duplicates

(5) Review files for responsiveness and sort into subfolders

(6) Optional: upload files to the Lotus Notes Collection Database.

Step 1. Create Search Folders

Before you begin your search for records, you will need to create folders to store the records
from each search. You will then consolidate these folders into a “Final Collection™ folders for
responsive and nonresponsive records. To create and name the “Search Results™ folders and
“Final Collection” folder, do the following:

v Select the “File Explorer” located on your desktop or on the task bar at the bottom of
your screen.

v Create a folder either by selecting Home > New Folder or File > New > Folder as
shown below. [How to create the folder may vary depending on the computer system]

I~
I~
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v" Name the folder using a simple convention, such as “Search Results [insert # of search].”
Do NOT use the case name or any search term in the folder name.

v Repeat this process for each search, and to create a “Final Collection” folder where you
will copy all of the records from the search folders.

v"In the “Final Collection™ folder, create two subfolders, one for “responsive” records and
the other for “nonresponsive™ records.

Step 2. Conduct the Search

Below are some tips to assist with your electronic document search. These tips would apply to
searches for files located. for example, in Word, Excel, PowerPoint, WordPerfect, Adobe, and
.tif documents, saved in your C:drive, F:drive, and G:drive (if applicable).

One place to start is with a Windows Search of an entire drive, such as the C:Drive. To perform
such a search, follow the steps below.

Windows Explorer Search for Entire Drive

v' From the “Start” menu, select “Search.” Srart > Search

o H
' ’E‘ Windows Explorer ___j My Documents

abm Recent Documents ¢ |

Fit) Lot totes 8.5 g’ My Compntis |
z WordPad g My Network Places
E Word 2003 B’ Control Pane!
1@ Printers and Faxes
@ Lotus Notes
@ Q} Help and Support
Copy —
(@2 ot | {
All Programs D 7 gun...
Ve Down
et LGRS e :#..a;.lﬁgaf.a..@.g*s ey

]
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v Select “Files and Folders” (3* option from the top) from the list at the left side of the
screen.

Al files and folders

v Identify the drive that you want to search (C:. F, ete):

v Type the search term in the box entitled “A word or phrase in the file.”

Search by any or all of the
criteria below.

All or part of the file name:

Aword or phrase inthe file:

Lockin: _

owne©) Y]
When was it modified? ¥
What size is it? £

More advanced options ¥

;

v Click on “More Advanced Options™ at the bottom of the search menu. Make sure that
only “Search Subfolders™ is checked.

v' Click “Search.”

e WlF (1) _V_—|
When was it =
What size is it? ]
More advanced )
I_??.e.& ‘: i o)

(a Ples s rokdrs: ¥
[ Search system foiders

[[] Search hiddan fles and
Folders
| ( [¥] search subfolders )
| ] Case seriive

[] Search taps backup .

Depending upon the number of files. the search may take anywhere from 5 minutes to 40

24
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minutes. If the search completes successfully. the search companion will indicate that the search
is done and that the search has found a specific number of documents.
v Record this number for later reference.
If when searching, the search unexpectedly stops running, the green “progress™ bar stops

moving, or the search gets stuck in one folder, consider searching each subfolder within a drive
separately per the instructions below.

Windows Explorer Search for Subfolders within a Drive

v' Select Start > Windows Explorer

’){wm»‘ Explorer __J My Documents |
L\-}, My Recent Documents  #

é Internet Explorer |
548 My Computer

@ Lotus Notes q My Network Places

E Micrasoft Cétice Werd 2003 B‘ Control Pand
\i%y Printers and Faxes

G \WordPerfect X3 =

@) Hebo and spport

H Adobe Fesder
'_)Scm:h
]u asoft Otbice Povest Pon ]
'ﬂ I_f»:.ﬂr:.u't\-rr e Povest Pk . !

All Programs b |

v" Highlight the subfolder that you would like to search and click “Search.”
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<

Select “All Files and Folders,”

E3 Allfiles and folders

<,

Type the search term into the box entitled “A word or phrase in the file”

<

Select “More Advanced Options” and select only “Search Subfolders”

Click “Search™

<

Depending upon the number of files. the search may take anywhere from 5 minutes to 40
minutes. Ifthe search completes successfully, the search companion will indicate that the search
is done and that the search has found a specific number of documents.

v Record this number for later reference.
If when searching, the search unexpectedly stops running, the green “progress” bar stops
moving, or the search gets stuck in one folder, proceed with a manual search. The instructions
below may assist you with performing that search.

Manual Search

In conducting a manual search, review those locations in the drive that are reasonably likely to
contain responsive records.

Step 3. Copy Records to Search Folders

v As you complete each search, go to the Toolbar, click Edit > Select All. Right click and
drop down to Copy.

v Go to the Search folder created to hold documents pulled from that specific search, open
it, right click, and select “Paste”™ from the drop-down menu. The documents will appear
in that folder.

Repeat Steps 1 through 3 for each of the drives to which you have sole access.

Step 4. Copy Records from the Search Results Folders to the “Final Collection” Folder

v Once you have completed your search, you should consolidate all documents collected in
your Search Results folders into a Final Collection Folder. Open one Search Folder so
that you can see all of the files inside the folder. Go to the Toolbar, click Edit > Select
A/l Right click and drop down to Copy.

v Go to the Final Collection folder created to hold all documents. Open the folder, right
click. and select “Paste™ from the drop-down menu.
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v Repeat for all Search Folders until all files are located in the Final Collection Folder.

Because you will need to search each drive for every search term, it is likely that a file will
respond to more than one search and that you will have the same file saved in more than one
Search Folder. To eliminate duplicates in your Final Collection Folder, do the following:

v" When you open the Final Collection folder and paste the highlighted documents into that
folder, if the document is a duplicate of a document already in the folder you will get a
dialog box “Confirm File Replace.” Click “No” for each document for which such a
box appears because it is a duplicate.

Step 5. Sort Responsive Records from Nonresponsive Records

Review documents in the Final Collection folder for each drive to make sure that they are
actually responsive to the FOIA request and were not captured because of the presence of a
search term used in another context. All responsive records should be separated into a
“Responsive™ Subfolder; all nonresponsive records should be separated into a
“Nonresponsive™ Subfolder.

OPTIONAL: Step 6. Upload Documents to Collection Database

Please refer to the Search Instructions for guidance on how to transmit your files to the
Action Office/Contributing Office Point of Contact. If the Search Instructions direct you to
use the Lotus Collection Database to receive all electronic files, please follow the instructions
below.

v" Open the All Documents view of the Collection Database and click on the green button at
the top of the view labeled “Upload non-email files™.

R R ] [ DT S

= 3 Upload non-email fil_e'a"-
Bm All Documents @ p - o
il Added here by ‘ |[From {click to sort) | |

A new box will appear from which you must select your file.
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v Go to the location where you have saved the search results and open that folder.

v To select more than one file, simply hold down the <Shift> key and click on the first
desired filename and then click on the last one. All the files between those will
automatically be chosen.

v If the desired files are not sequential, press <Ctrl> and click on each filename that you
wish to include.

If you receive an execution security alert, click on the third option under the *What to Do™
heading that says: Start Trusting the Signer to execute this action.

After the files are uploaded you will get the following notice:

(..,.,,._,_m,*....__, e ‘—E#L

Finished processing 26 files into database, Thanks!

Please make note of the confirmed number of items since default setup for a collection database
is a “ballot box” style collection where you cannot see any items in the collection, including your
own. Refer to Step 3 of the Search Instructions for details on how to transfer your results to the
appropriate Point of Contact.
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Instructions for Searching & Collecting Lotus Notes Email

These are instructions for custodians who may be searching and collecting electronic Lotus
Notes files. If applicable, please include this as an attachment to your Search Instructions for
custodians. Note that any request seeking emails sent/received prior to February 2013 require
a Lotus Notes search.

Note: These instructions are subject to change as of January 2018. OEI will provide
additional guidance on searching Lotus Notes at that time.

To fulfill your responsibility under the FOIA, you will need to manually search your Lotus Notes
Email for any potentially responsive records and collect these records in the Collection
Database(s). Search terms have been provided to you in the Search Instructions, and you have
received an email with the link(s) to the Collection Database(s). If you have not received the
link(s) or misplaced the email that includes the link(s), please contact the Action
Office/Contributing Office Point of Contact responsible for overseeing this FOIA request in your
office.

Below are detailed instructions to guide yvou through the following steps:

(1) Index your Inbox emails

(2) Access the Collection Database(s)

(3) Create a folder to organize your search results by responsiveness
(4) Perform the search for emails

(5) Review the search for responsiveness and sort into subfolders
(6) Upload records to the Collection Database(s)

(7) Repeat Search, Review, and Collection for Archived emails

(8) Search and print ECMS (EZ Record) emails

(9) Delete indexes

Step 1. Index Your E-mail

Before you search for and collect emails, you must index your emails. Indexing your emails
ensures that e-mail attachments are included in the search.

Indexing a large mail file will take several hours. (Most e-mail files are large!)
However, you can continue to use your email normally while the indexing process is running.
You may also close your email and/or turn off your computer. This will not interrupt the

indexing. Here’s how it works:

v" Open your Lotus Notes Email Inbox
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v On the menu bar in the upper left corner of your Notes screen select:

File > Application > Properties in Notes 8

v Use .k when pages
Web Require SSL connection
Access  Dont alow URL open
Enable enhanced HTML generation

Disable background agents for this database
v Miow use of stored forms in this database
Display images after loading
.IlwdanMIndmg
ana to mtema databasas uting IX

mmwmﬁmmw

v Select the tab with the magnifying glass icon.

v Click the Create Index button, make the selections below (or follow local instructions),

and click OK.
Create Ful-Textindex [
) Wihout using conversion fiters (ndexing is often faster)
@ Usng jon fiters on ifiles (searching is clten more
[] index gnenpted fiekds
[¥] inde gentence and paragraph breaks (word breaks are always indeed)
[7] Enable gase-sensiive searches (when searching. use the EXACTCASE keyword)

Update frequency bervers ork) [immedate v
Afultext ndex wil optimize ths database's search capsoilies, but wil alsa take Lo disk
space and affect peformance.

For server based databases, check wih your system admnstrator before creatng a
fulltext ndex or changng the update

For more rformation on ndex size and options., refer to Notes Help

(o] [ conce |

v Close the Database Properties box
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Step 2. Open the Collection Database(s)

By this point, you should have received an email containing a link to the Collection Database.
Follow the instructions below:

v Click on the link to open the database. For easy access to the database, you will create a
bookmark by following the steps below.

v" Right click on the database tab at the top of your screen

Acquest Collection

[T} Ustcad non-emai files |
E All Documents W- =

& Added harae b || From . | Tofee/hee - Subject I

v Select Create Bookmark. The following screen will appear:

]

F
[x]

Add Bookmark [

ﬁ Add the selecion as a bockmark

-J

Cancel |
Name |Aoq.acsttoleclm-nl[)ucmrds
acdto (ERRRRRRBR TN [ o Foi |
+ 3] Databases

& Faverite Bookmarks
+ a More Bookmarks

v" Make sure that “Bookmark Bar” is highlighted and press OK. The “Tree” icon will now
appear at the bottom of your bookmark bar on the left side of your email Inbox screen.

Both your Email Inbox and the Collection Database(s) are now open, so you can easily switch
between your mailbox and the database(s) by selecting the desired tab.

Step 3. Create a “Search Results” Folder and Final Collection Folder

Before you upload emails to the Collection Database, you will transfer the emails from your
inbox into a separate “search results” folder and into “responsive” and “nonresponsive”
subfolders. To create these folders, do the following:

v' In your Inbox select Actions > Folder > Create Folder
v" Name the Folder “Search Results,” and click OK

v" Within the “Search Results” Folder, select Actions > Folder > Create Folder to create
“Responsive” and “Nonresponsive” subfolders.
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Step 4. Perform Search for Emails

NOTE: Make sure that your e-mail is indexed prior to conducting the search. When

indexing has completed, you should see a green ball @ and "Indexed" to the right of the search
function.

Q, Search in View ‘Inbox’ OTndexed> ? x
Search for |¢H Search Seaich s ¥ More

If you do not see the search box:

v Click View > Search this View from the menu bar at the top of your Notes screen.

|7/ Mail - Inbax - IBM Lotus Notes

Refresh =]
} & e : !
a Saarch This View L
| PR bl .
| R Toobar v
|,— — Show (=
[[F2] | Pat Expand/Collapse ey
R0 Customize This Vew
| | []
- | E}{ HGoTo...
A Starts With...
1 i<
x| Agers -
-‘_5 I ,- Image Resources.. L
[l v Acvancedmenus
= | R Right Sudebar 3
=" G Fught Sidebar Panels 4
i oo v Show Thumbnals Button
I cnatrismo ]

v On the listings at the left side of your Inbox select A/l Documents. This will capture all
potentially responsive documents, even if emails are stored in folders.

Patricia Hick
RIMAILNY1 —
£ Inbox

[ Dratts

| =7 sent

| > Follow Up

| (&1 An Documents

| Ui Junk

| ﬂ Trash

i CH chat History

|

-
| gViews

&3 Folders

| Efsarcnive
-4 Tools

g8 Other Mall

9/14/2017



For Internal Agency Use Only

The “Search in View” will now indicate that the search will consider “All Documents.”

| & searchin \ﬁwc‘h‘__‘_ﬂloowmé:lz:: O Indexed 7 %
| Searchfor |de Search Sesich lips » More

v Click on More at the right side of the screen to reveal additional options.

I q Search in View "All Documents® O Indexed ? x|
| ——
Search for icle Search | Search tips <’_"_m"‘-

The screen should now look like the snapshot below:

Q, Search in View ‘All Documents’ O Indexed T x|

Search for |c€e ..E:?..':‘?!L' Search tips = More |

Conditions .I.H _D;le... lli‘l Aul;cr:.. I-' 4 .Fleld.. [.D-Form... I éE Multiple words... | 8] F;IIaui e;:ample |o;n1_i |

Options ¥ Use word variants (car will also find ‘cats?) Sort results by Ilele\-’ance EI i
I™ Fuzzysearch [ ] O Lastindexed 03022010

Save search... I Load suan:h-" Max ruwll-:.....| 6.890 documents _Up_d..}te lru-iex [ |

Clicking on the Multiple words box will allow you to choose up to eight words for your search.

v" Enter the search terms provided in the Search Instructions and click Search. Your search
results will appear below the Search window.

Note: Lotus Notes has a search limit of 5,000 documents. If your search returns
5,000 documents, there are probably more potentially responsive emails that
were not captured. You will need to do one of the following to address this issue:

e Refine your research terms (talk with your POC prior to doing this)
e Conduct multiple searches using fewer terms
e Contact your local help desk to request removal of the search limit.

v Select Edit > Select All. then click Actions = Folder > Move to Folder and select the
“*Search Results” Folder and click the Add button.

Do NOT copy and paste search results into the folder. This creates duplicates and will
overwhelm future searches.

Repeat these steps above until you have searched for all relevant search terms and have
deposited potentially responsive emails in the “Search Results™ folder.

v Click <Ctrl A> to reveal the number of documents collected in the “Search Results™
folder in the lower left of the Notes screen. Tip: Record this number so that you can later
verify that you have transferred all documents from your Notes to the Collection
Database.

L
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Note: The “Search Results” folder will only contain an unduplicated collection of
documents. Even if an email responded to multiple searches, it will only appear
once in the folder.

Step 5. Review Search Results for Responsiveness

Once you have completed the search, you should review emails and attachments to make sure
that they are actually responsive to the FOIA request. It is possible for a search to collect
documents that use a search term in context that is outside the scope of the request and are
therefore not responsive.

v On the left side of your in-box in Notes select Folders > Search Results

v Ifan item is clearly not responsive, select the document and sort into *Nonresponsive”
subfolder. Sort responsive records into the “Responsive” subfolder. You will upload all
search results into the collection database, but indicate to the document reviewer which

records are nonresponsive.

Do NOT delete any items from folders. Either follow the instruction above or drag and
drop documents between folders.

Step 6. Upload Responsive Search Results into Collection Database(s)

After you have reviewed the records in Lotus Notes, you will need to copy them into the
Collection Database(s). Depending on the number of records, you may need to copy them in
several batches (of no more than 100); copying and pasting a large batch may also take several
minutes.

v Open the “Responsive” and “Nonresponsive” subfolders in the “Search Results™ folder
and select Edit > Select All from the menu bar (at the very top left of your Notes screen)

v Select Edit > Copy from the menu bar

v Select Edit > Deselect All from the menu bar. Do NOT skip this step.

v Open the Collection Database by selecting the bookmark that you created in Step 2.
v" Open the “All Documents” folder

v Select Edit > Paste from the menu bar at the very top left of your Notes screen

Repeat these steps until you have copied all of your search results from your e-mail to the
Collection Database.

You will receive a dialog box confirming the number of items you pasted. This number
should match the number of search results recorded in Step 4.
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Step 7. Repeat Search, Review, and Collection for Archived Emails

The search described above will not capture emails that were archived and deleted from the
inbox. You will need to repeat Steps 1-5 for emails that you have saved in your Lotus Notes
Archive.

v" Access your Archive from your Notes inbox by clicking Archive > R2 etc. Archive.
v Repeat Step 1 to index your Archive.

v Repeat Step 2 to open the Collection Database.

v Repeat Step 3 to create a “Search Results™ folder.

Before you begin the search, make sure that you are in the All Documents view in Archive, as
shown below:

& Mail Archive +2

rPatricta Hick?,

£5 Inbox (168)
[ Dretts
T Sent

R Eg Follow Up
2 Junk Mail

H £ Tresh
FH 0 Views
—[fl All Docume
E] Mail Threac
@ {7 Purge
= 3 Folders...
1 ABCNY
+— ] administrat
®--[] caldwell
7] debbie
%1 Diamond
[ bod
] estate
1 faa
> federal en

-

— T 2 = >

v" Follow the directions in Step 4 to conduct the search(es) using the search terms provided.
v Repeat Step 5 to review the search results, if applicable.
v Repeat Step 6 to upload records to the Collection Database(s)

Step 8. Search and Print EZ Record Emails

You will need to manually search ECMS for responsive emails that are not already captured in
your Inbox and Archive search. Please visit the following site for further instructions:
http://intranet.epa.gov/ecms/auides/search/
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Any responsive emails should be printed and either provided to your FOIA coordinator in hard-
copy form or scanned and uploaded/emailed in accordance with Search Instructions.

Step 9. Delete Indexes

Mailboxes that are indexed use substantially more space than an un-indexed mailbox, so you
should remove the index once you have completed your search for records.

v" Open your Lotus Notes Email Inbox
v On the menu bar in the upper left corner of your Notes screen select:

File > Application > Properties in Notes 8 > Delete Index

Database P itind - 7 X
CililelalzlQAd=]
Database is ok ful testindexed

Your Lotus Notes Email Collection is now complete. Please notify the Action
Office/Contributing Office Point of Contact.
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Access to Absent and Separated Employee Records

This document provides additional guidance for the Action Office for custodians who have
departed the agency or who are otherwise unable to conduct their own search.

Access to an Absent or Separated Employee’s Email and Data

If a potential custodian of responsive records is on scheduled leave from the Action Office or a
Contributing Office during the time of the search, the Action Office must ensure that the
employee’s records are searched in their absence. The Office of Environmental Information has a
procedure on accessing the email and electronic records of separated or absent employees.

To request access, the Action Office processing the request must send an email, requesting access,
to the custodian’s manager (or former manager, in the case of separated personnel). If the manager
approves the request, they then forward the request, via email, to their Information Resources
Management Branch Chief (IRM BC) or Information Management Official (IMO). If the IRM BC
or IMO approves the request, they forward the request to OEI FILE ACCESS
REQUEST@epa.gov.

The email requesting access should include the information in the table below. The email subject
line should include the nature of the request (i.e. Access to email). Please note that access to the
OEI File Access Request mailbox includes federal and contractor email staff necessary to support
the request.

Table must be completed by the Approver
(IRM BC or IMO) and submitted in the Email
to OEI FILE ACCESS.
Email Subject must include the nature of the request (i.e. email access)

Role Name

Approver John Doe (IMO, IRM BCs or their
designee whose name has been provided as
authorized approvers)

Mail Box Name Doe.Jane@epa.gov
Employee’s full name Jane Any Doe
Employee’s LAN ID Jdoe

Telephone number 111-222-3333

Person Receiving Access (Include email address) | Steven Jones (Jones.StevenT(@epa.gov)
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Access Needed for the Following Applications (as | o Legacy Notes

applicable): Office 365 (Including OneDrive)
Data Files (network drives. (F:
and/or G:)(EZ Tech)

HQ Voice mail files

HQ VolIP Call logs

Mobile device data

Login Events (EZ Tech)

O O

0 ©c Qo0

Managers may request access to an absent or separated employee’s email files (Legacy Notesand
Office 365), data files contained on OneDrive or network drives. voice mail files, calllogs, and
mobile devices by contacting the Office of Environmental Information (OEI). Once the manager
has received access to these files, the manager is responsible for manually searching these files.
OEI will not perform searches, nor is OEI responsible for data contents of any files. Moreover, OEI
will not sign affidavits pertaining to the search or acquisition of files.

The table below depicts the type of information available and the time limit for requesting access
to the related data.

Electronic Activities Content Request Time Limit

Legacy Notes Emails, Calendars Unlimited

Office 365 Email, Calendar, OneDrive 2/29/2013 -
Forward

Data Files (network drives, (F: | File and Folders Unlimited

and/or G:) — EZ Tech Users

HQ Voice mail files Voice mails 20 days

HQ VolIP Call logs Outbound call/inbound calls 01/01/2014 -
Forward

Mobile device data Call Detail Reports (including text | 7 years

messages logs)

Login Events — EZ Tech Users | Login activities 30 days

As each access request is completed, the Action Office requesting the information will be notified
and any instructions, if necessary, provided through the IRM BC or IMO. A list of IRM BCs and
IMOs, by office, is available at the “SIO Corner™ Sharepoint site, accessible through the EPA
Intranet.
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Quick Reference Guide: How to Save Text Messages

This document offers guidance on how to forward text messages from a mobile device to the
EPA email system. These instructions are originally located at:
htp.intranet.epa. gov/mobiledevices/pdf Instructions-Saving-Text-Messages. pdf.

EPA discourages the use of text messages for transmitting substantive (or non-transitory) federal
records. (Wait. what is a “non-transitory™ or “substantive™ record?) If a substantive (or non-
transitory) text message is sent or received on your government-issued mobile device, it must be
saved into an EPA-approved records management system. If you follow the steps below, you can
forward the text message into the EPA email system and then later save it as a record using EZ
Email Records or another approved recordkeeping system. When forwarding the text message
from the mobile device to the EPA email system, you must include contextual information such as
the time, date, subject, and sender/recipient of the message. Please follow the instructions below to
manage text messages that are substantive (or non-transitory) records.

How to Forward Text Messages to Email from an iPhone

|. Tap the “Messages” icong on the device.

Find the text message conversation that you need to save as arecord.

Tap and hold one of the text messages in the conversation.

Tap the “More” option that appears above the text message.

Put a check mark in the circle beside any or all of the text messages that you wantto

save as records.

Tap the blue arrow icon in the lower right corner of the screen.

Type your EPA email address in the “To™ field.

8. After the text message, enter contextual information about the message including: to,
from, date, time, and a relevant subject, then tap “Send.” For example, add ““(To: Susan
Employee, From John Worker, Date: 01.01.15, Time: 6:35 PM, Subject: Project Y).”
Press “Send”.

9. After receiving the email containing the text message, follow the EZ Email Records

process in Outlook to save the email as a record. After following these instructions, you

may also notice that a copy of the message containing the contextual information
created in step 8, appears in your list of messages in the Messages app on your phone.

U‘e-h-b-il\)

~ o

Note: If you have problems forwarding text messages to email using the above instructions, please
try the below options, starting with Option 1, below.

Option 1:

1. Tap the Settings App > Messages > Send & Receive

2. If your email address is listed with a checkmark next to it, tap on it to uncheck.

3. Exit out of Settings and try to forward a text message to your email. If you don’t have an
email listed or it still doesn’t work, try Option 2.
*Be sure to check yvour Junk Email folder to ensure it did not route there.
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Option 2:

I. Tap the Settings App > iTunes & App Store > Apple 1D > Sign Out
2. Re-enter your Apple ID (work email address) and Apple 1D password.
3. Exit out of Settings and try to forward a text message to your email.

How to Forward Text Messages to Email from a Windows Phone

1. On Start i= , tap “Messaging” n . then tap the thread that contains the text message
you want to save as a record.

2. Open the text message, press and hold the message to be forwarded, then click
“Forward”.

3. Type your EPA email address in the “To™ field.

4. After the text message, enter contextual information about the message including: to,

from. date, time, and a relevant subject, then tap @ For example, add “*(To: Susan

Employee. From John Worker, Date: 01.01.15, Time: 6:35 PM, Subject: Project Y).”
5. After receiving the email containing the text message, follow the EZ Email

Records process in Outlook to save the email as a record.

Note: This approach for saving text messages on a Windows phone can only be used for
forwarding individual text messages. If multiple messages need to be stored as records, forward
each message and the related contextual information to EPA’s email system individually.

Technical Assistance
If you have questions about managing records on your mobile or portable devices, contact the

Records Help Desk. and refer to the Frequent Questions about Mobile and Portable Devices. and
Records for more information.

9/14/2017
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FOIA Search Guide: Best Practices

This document offers simple, take-away tips for conducting a search.

As you oversee the search for records responsive to a FOIA request, keep in mind the following
recommended best practices:

4 Do NOT conduct a search for an improper request.
Before you plan your search, make sure that the request “reasonably describes the
records sought.” If the request is overly broad, poses questions, or seeks records not
yet in existence, contact the requester to modify the request.

4 Document the process from start to finish.
Any external communications that you have with the requester, as well as any
notable intra-agency communication pertaining to the request, should be
memorialized in writing. Documented changes to the request and any
correspondence that you have with the requester should be uploaded to FOIAonline.

4 Keep an eye on the clock.
Unless you can identify “unusual circumstances,” you will have 20 working-days to
conduct a reasonable search and provide the requester with responsive records.
Remember, you can stop the clock once to seek clarification from the requester, but
remember to re-start the clock once the request is clarified and keep track of the
amended due date on FOIAonline.

v Planning your search is essential.
Before you begin your search, you should compile a search plan that identifies the
relevant offices, repositories, and custodians. Do not forget about absent or former
employees!

v Maximize the Centralized Search.
OEI's Centralized Search will only capture records in EPA’s Microsoft Office 365
system, including Outlook email/calendar and Skype/Lync Chats. As soon as you
distribute the Search Instructions, remind custodians to transfer any potentially
responsive records from, for example, mobile devices (e.g. text messages and
photos) to Outlook Email so that they will be captured in the centralized search.

v Remember to Conduct a Defensible Search.
Remind Custodians to search all locations where they are reasonably likely to find
responsive records. This may include lesser-used locations, including CMS and
external drives.

v Prepare for Collection.
Once custodians complete their search, you will need to collect and review records.
Consider using a cloud-based collection option, such as OneDrive, for the collection
of documents that are not sourced from Lotus Notes and not captured in OEI's
centralized search.
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v When in Doubt, Ask.
The General Law Office’s Information Law Practice Group, the FOIA Expert
Assistance Team within the Office of General Counsel. the Office of Regional
Counsel, if the matter concerns a Regional FOIA, and the National FOIA Program
Office are available to assist you.

9/14/2017
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Proprietary Business Information (PBI) Case Tracking
Standard Operating Procedures (SOP)

PROPRIETARY BUSINESS INFORMATION CASE TRACKING
A. Purpose:

a. Ensure proper tracking in FOIA Online of all Freedom of Information Act (FOIA)
requests for records containing PBI.

B. Procedures:
Headquarters Request where program withholds information under FOIA Ex. 4:

1. Include the following language in the initial denial letter:

The information withheld under Exemption 4 will be sent to the appropriate legal office

to issue a final confidentiality determination. The appropriate legal office will contact

you to confirm your continued interest in receiving a final confidentiality determination

and provide you with a fee estimate, where appropriate. Therefore, you do not need to

appeal the information withheld pursuant to Exemption 4. To the extent you would like to
appeal any other issue, including any non-Exemption 4 withholding, you may appeal this

response... [FOLLOWED BY APPEAL LANGUAGE]
2. Notify the National FOIA Office to create a PBI tracking number in FOlAonline:

a. Email FOIA HQ/epa.cov

b. Email Template:

Subject: PBI Case Tracking number for [EPA-HQ-20XX-XXXXXX]

Please create a PBI case tracking number for the following initial FOIA request:
Initial Request Number: [EPA-HQ-20XX-XXXXXX]

Requester Name: [NAME]

Requester Address: [ADDRESS]

Requester Email Address: [EMAIL]

9/14/2017
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3. National FOIA Office creates PBI case and assigns to OGC/GLO:

a. Select “New Request”

I Home .

My Cases
Unassigned Cases

Assigned Cases

New Request
New Consultation

New Referral

b. Agency and Submitted Date is pre-populated -> Select “Headquarters™ as Sub-Agency
c. Select “PBI” as Request Type:

Request Type Selection

% Request Type: mg

d. Fill in contact information as provided by program

¢. Processing Fees information pre-populated

f. Fill in Description (OGC to provide confidentiality determination for information
initially withheld under FOIA Exemption 4 in response to FOIA request no. EPA-HQ-
20XX-XXXXXX.):

© * Description : 155/2000
OGC to provide confidentiality determination for information initially withheld under FOIA Exemption 4 in response
to FOIA request no. EPA-HQ-zoxx-moo(xJ

g. Select Preview -> Submit

4. National FOIA Office assigns PBI Case to OGC
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5. ILPG Appeal Team Leader or Assistant General Counsel will assign PBI Case to ILPG
Attorney

6. ILPG Attorney is responsible for:
a. Contacting requester to:

|. Confirm continued interest in receiving a final confidentiality determination;
2. Closing out PBI request if requester fails to confirm interest or is not interested
in receiving a final confidentiality determination:

3. Providing an estimate of fees where appropriate;

4. Closing our PBI request if requester fails to assure payment of fees:

5. Notifying program office of need to request substantiation from affected
business(es) and provide program recommendation where appropriate;

6. Issue final confidentiality determination;

7. Provide updated response/records to requester;

8. Close our PBI appeal.

Regional Request where regional program withholds information under FOIA Ex. 4:
1. Include Initial Denial language in decision:

The information withheld under Exemption 4 will be sent to the appropriate legal office
to issue a final confidentiality determination. The appropriate legal office will contact
you to confirm your continued interest in receiving a final confidentiality determination
and provide you with a fee estimate, where appropriate. Therefore, you do not need to
appeal the information withheld pursuant to Exemption 4. To the extent you would like to
appeal any other issue, including any non-Exemption 4 withholding, you may appeal this
response... [FOLLOWED BY APPEAL LANGUAGE]

2. Notify the Region FOIA Coordinator to create a PBI tracking number in FOIAonline:

a. Email FOIA HQuepa.gov

b. Email Template:

Subject: PBI Case Tracking number for [EPA-RX-20XX-XXXXXX]

Please create a PBI case tracking number for the following initial FOIA request:
Initial Request Number: [EPA-RX-20XX-XXXXXX]

Requester Name: [NAME]

Requester Address: [ADDRESS]
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Requester Email Address: [EMAIL]
3. Region FOIA Coordinator creates PBI case and assigns to appropriate ORC contact

a. Select “New Request”

Home

My Cases
Unassigned Cases

Assigned Cases

New Request
New Consultation

New Referral

b. Agency and Submitted Date is pre-populated -> Select appropriate Region as
Sub-Agency

c. Select “PBI” as Request Type

Request Type Selection

* Request Type : mﬂ

d. Fill in contact information as provided by program

e. Processing Fees information pre-populated
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f. Fill in Description (ORC to provide confidentiality determination for information
initially withheld under FOIA Exemption 4 in response to FOIA request no. EPA-

RX-20XX-XXXXXX.)
@ * Description:
0GC to provide confidentiality determination for information initially withheld under FOIA Exemption 4 in response
to FOIA request no. EPA-HQ-20XX-XXXXXX

155/2000

g. Select Preview -> Submit
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Substantiation Request Letter Sample A- Generic CBI Substantiation,
FOIA

Approved OMB 2020-0003
Approval expires 05-31-2020

Request for Substantiation in Response to a
Request Under the Freedom of Information Act

By Certified U.S. Mail; Return Receipt Requested

(Name, title, and address of the [designated] representative of the affected business)
Re: Freedom of Information Act (FOIA) Request [INSERT FOIA #]

Dear [Addressee]:

The U.S. Environmental Protection Agency (“EPA™ or “Agency™) has received a request
under the FOIA for certain records [if submitted by the business whose information it is: that you
submitted to the EPA] [if submitted by an entity other than the business whose information it is:
in EPA’s possession] pertaining to [a detailed description of the information or specific list of
documents that is/are the subject of the advance or final confidentiality determination]. [If
information has been claimed as CBI: You have claimed (all or part) of this information as
confidential business information (“CBI”).] [If no claim has been made: In accordance with
applicable EPA regulations, 40 C.F.R. Part 2, Subpart B, the EPA has determined that you might
be expected to assert a claim that some or all of [if submitted by the business whose information
it is: the information you submitted to the EPA] [if submitted by an entity other than the business
whose information it is: this information in EPA’s possession] is confidential business
information (*CBI”).] Under the EPA regulations at 40 C.F.R. Part 2, Subpart B, the FOIA
request has been initially denied to afford you an opportunity to provide comments to [/f no
claim has been made: claim this information as CBI and] substantiate your claim(s) as described
below.

The purpose of this letter is to notify you that the EPA (appropriate legal office) will be
making a(n) (advance or final) confidentiality determination concerning the information you
have claimed as CBI. If you feel that some or all of the information is entitled to confidential
treatment, you must make the showings below with specific reference to those portions of the
information you consider confidential.

Please be specific by page (including Bates Stamp, if applicable), paragraph, and
sentence when identifying and substantiating the information subject to your claim. Where your
claim, as originally made or as modified by your response to this letter, does not include all
information on a page, please attach a copy of each such page with brackets around the text that
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you claim to be CBI. Please note that if a page, document, group. or class of documents claimed
by you to be CBI contains a significant amount of information which (appropriate legal office)
determines is not CBI, your CBI claim regarding that page, document, group, or class of
documents may be denied. Any information not specifically identified as subject to a
confidentiality claim and substantiated as such in your response to this letter may be disclosed to
the requester without further notice to you.

For each item or class of information that you continue to claim as CBI, please answer
the following questions, giving as much detail as possible. Your comments in response to these
questions will be used by the EPA to determine whether the information has been shown to be
entitled to confidential treatment:

I. For what period of time do you request that the information be maintained as
confidential, e.g.. until a certain date. until the occurrence of a specified event, or
permanently? If the occurrence of a specific event will eliminate the need for
confidentiality, please specify that event.

12

Information submitted to the EPA becomes stale over time. Why should the
information you claim as confidential be protected for the time period specified in
your answer to question #17?

3. What measures have you taken to protect the information claimed as confidential?
Have you disclosed the information to anyone other than a governmental body or
someone who is bound by an agreement not to disclose the information further? If
so, why should the information be considered confidential?

4. Is the information contained in any publicly available material such as the Internet,
publicly available databases, promotional publications, annual reports, or articles? If
so. specify which.

5. Is there any means by which a member of the public could obtain access to the
information? Is the information of a kind that you would customarily not release to
the public?

6. Has any governmental body made a determination as to the confidentiality of the
information? If so, please attach a copy of the determination.

7. For each item or category of information claimed as confidential, explain with
specificity why release of the information is likely to cause substantial harm to your
competitive position. Explain the specific nature of those harmful effects, why they
should be viewed as substantial, and the causal relationship between disclosure and
such harmful effects. How could your competitors make use of this information to
your detriment?

8. Do you assert that the information is submitted on a voluntary or a mandatory basis?
Please explain the reason for your assertion. If you assert that the information is
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voluntarily submitted information, please explain whether the information is the kind
that would customarily not be released to the public.

9. Whether you assert the information as voluntary or involuntary, please address why
disclosure of the information would tend to lessen the availability to the EPA of
similar information in the future.

10. If you believe any information to be (a) trade secret (s), please so state and explain
the reason for your belief. Please attach copies of those pages containing such
information with brackets around the text that you claim to be (a) trade secret (s).

I'l. Explain any other issue you deem relevant (including, if pertinent, reasons why you
believe that the information you claim to be CBI is not emission data or effluent
data).

[For contract-related CBI: Enclosed is the EPA Class Determination 1-95 entitled,
Confidentiality of Certain Business Information Submitted by Contractors and Prospective
Contractors, which addresses the treatment of different types of information related to
contracts. You may consider reviewing Class Determination 1-95 as you develop your
response. |

[f applicable to another EPA class determination: Enclosed is the EPA Class
Determination [class determination number] entitled. [name of the class determination|, which
addresses the treatment of [description of class determination]. You may consider rev iewing
Class Determination [#] as you develop your response.]

Please note that you bear the burden of substantiating your confidentiality and trade
secret claim(s). Generalized or conclusory statements will be given little or no weight in EPA’s
determination on the confidentiality of the information you claim to be CBI.

Your comments must be postmarked or hand delivered to this office, or emailed to [email
address], by the 15th working day after your receipt of this letter. You may seek an extension of
time to submit your comments to this office, but the request must be made before the end of the
I5-day period. Except in extraordinary circumstances, no extension will be approved without the
consent of the FOIA requester. Failure to submit your comments within that time will be
regarded as a waiver of your confidentiality claim or claims, and the EPA may release the
information.

If you wish to claim any information that you provide in your response to this letter to itself be
confidential, you must mark the response “CONFIDENTIAL" or with a similar designation,
and must bracket all text in the response that you so claim. Information so designated will be
disclosed by the EPA only to the extent allowed by, and by means of the procedures set forth in,
40 C.F.R. Part 2. Subpart B. If you fail to claim the information provided in your response as
confidential, it may be made available to the public without further notice to you.
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Should you have any questions concerning this matter, please call me at [telephone

number}.

Sincerely,

[NAME]

[Title]

[Office Name and Address]
[Enclosure]

9/14/2017



For Internal Agency Use Only

Substantiation Request Letter Sample B-Generic CBI Substantiation,
Non-FOIA

Approved OMB 2020-0003
Approval expires 05-31-2020

Request for Substantiation from an Affected Business
By Certified U.S. Mail; Return Receipt Requested
[Name, title, and address of the [designated] representative of the affected business]
Re:
Dear [Addressee]:

The U.S. Environmental Protection Agency (“EPA™ or “*Agency™) is seeking to
determine the entitlement to confidentiality of [description of the information that is the subject
of the advance or final confidentiality determination] [if submitted by the business whose
information it is: that you submitted to the EPA] [if submitted by an entity other than the
business whose information it is: in EPA’s possession.] [If information has been claimed as CBI:
You have claimed (all or part) of this information as confidential business information (“CBI").]
[If no claim has been made: In accordance with applicable EPA regulations, 40 C.F.R. Part 2,
Subpart B, the EPA has determined that you might be expected to assert a claim that some or all
of [if submitted by the business whose information it is: the information you submitted to the
EPA] [if submitted by an entity other than the business whose information it is: this information
in EPA’s possession] is confidential business information (“*CBI").]

The purpose of this letter is to notify you that the EPA [appropriate legal office] will be
making a(n) [advance or final] confidentiality determination concerning the information you
have claimed as CBI. If you feel that some or all of the information is entitled to confidential
treatment, you must make the showings below with specific reference to those portions of the
information you consider confidential.

Please be specific by page (including Bates Stamp, if applicable), paragraph, and
sentence when identifying and substantiating the information subject to your claim. Where your
claim, as originally made or as modified by your response to this letter, does not include all
information on a page, please attach a copy of each such page with brackets around the text that
you claim to be CBI. Please note that if a page, document, group or class of documents claimed
by you to be CBI contains a significant amount of information which our [appropriate legal
office] determines is not CBI, your CBI claim regarding that page, document, group, or class of
documents may be denied. Any information not specifically identified as subject to a
confidentiality claim and substantiated as such in your response to this letter may be disclosed
without further notice to you.
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For each item or class of information that you continue to claim as CBI, please answer
the following questions, giving as much detail as possible. Your comments in response to these
questions will be used by the EPA to determine whether the information has been shown to be
entitled to confidential treatment:

9/14/2017

For what period of time do you request that the information be maintained as
confidential, e.g.. until a certain date, until the occurrence of a specified event, or
permanently? If the occurrence of a specific event will eliminate the need for
confidentiality, please specify that event.

Information submitted to the EPA becomes stale over time. Why should the
information you claim as confidential be protected for the time period specified in
your answer to question #1?

What measures have you taken to protect the information claimed as confidential?
Have you disclosed the information to anyone other than a governmental body or
someone who is bound by an agreement not to disclose the information further? If
so, why should the information be considered confidential?

Is the information contained in any publicly available material such as the Internet,
publicly available databases, promotional publications, annual reports, or articles? If
so, specify which.

Is there any means by which a member of the public could obtain access to the
information? Is the information of a kind that you would customarily not release to
the public?

Has any governmental body made a determination as to the confidentiality of the
information? If so, please attach a copy of the determination.

For each item or category of information claimed as confidential, explain with
specificity why release of the information is likely to cause substantial harm to your
competitive position. Explain the specific nature of those harmful effects, why they
should be viewed as substantial, and the causal relationship between disclosure and
such harmful effects. How could your competitors make use of this information to
your detriment?

Do you assert that the information is submitted on a voluntary or a mandatory basis?
Please explain the reason for your assertion. If you assert that the information is
voluntarily submitted information, please explain whether the information is the kind
that would customarily not be released to the public.

Whether you assert the information as voluntary or involuntary, please address why

disclosure of the information would tend to lessen the availability to the EPA of
similar information in the future.
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10. If you believe any information to be (a) trade secret(s), please so state and explain
the reason for your belief. Please attach copies of those pages containing such
information with brackets around the text that you claim to be (a) trade secret(s).

I'l. Explain any other issue you deem relevant (including, if pertinent, reasons why you
believe that the information you claim to be CBI is not emission data or effluent
data).

[For contract-related CBI: Enclosed is the EPA Class Determination 1-95 entitled,
Confidentiality of Certain Business Information Submitted by Contractors and Prospective
Contractors, which addresses the treatment of different types of information related to
contracts.

You may consider reviewing Class Determination 1-95 as you develop your response.]

[f applicable to another EPA class determination: Enclosed is the EPA Class
Determination [class determination number] entitled, [name of the class determination), which
addresses the treatment of [description of class determination]. You may consider reviewin g
Class Determination [#] as you develop your response.]

Please note that you bear the burden of substantiating your confidentiality and trade
secret claim(s). Generalized or conclusory statements will be given little or no weight in EPA’s
determination on the confidentiality of the information you claim to be CBI.

Your comments must be postmarked or hand delivered to this office, or emailed to [email
address], by the 15th working day after your receipt of this letter. You may seek an extension of
time to submit your comments to this office, but the request must be made before the end of the
15-day period. Except in extraordinary circumstances, no extension will be approved. Failure to
submit your comments within that time will be regarded as a waiver of your confidentiality claim
or claims, and the EPA may release the information.

If you wish to claim any information that you provide in your response to this letter to
itself be confidential, you must mark the response “CONFIDENTIAL” or with a similar
designation, and must bracket all text in the response that you so claim. Information so
designated will be disclosed by the EPA only to the extent allowed by, and by means of the
procedures set forth in, 40 C.F.R. Part 2, Subpart B. If you fail to claim the information provided
in your response as confidential, it may be made available to the public without further notice to
you.
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Should you have any questions concerning this matter, please call me at [telephone

number].

[Enclosure]

9/14/2017

Sincerely,

[NAME]
[TITLE]
[Office Name and Address]
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CBI Substantiation Request Letter Sample C- FIFRA, FOIA

OMB 2020-0003
Expires: 05-31-2020
Inert Ingredients

Request for Substantiation from an Affected Business
By Certified U.S. Mail; Return Receipt Requested
[Name, title, and address of the [designated] representative of the affected business)
RE: Confidential Business Information Determination
Dear [Addressee]:

The U.S. Environmental Protection Agency (“EPA™) Office of Pesticide Programs has
received a request under the FOIA for certain records [if submitted by the business whose
information it is: that you submitted to the EPA] [if submitted by an entity other than the
business whose information it is: in EPA’s possession] pertaining to [a detailed description of
the information or specific list of documents that is/are the subject of the advance or final
confidentiality determination). [If information has been claimed as CBI: You have claimed (all
or part) of this information as confidential business information (“CBI™).] [/f no claim has been
made: In accordance with applicable EPA regulations, 40 C.F.R. Part 2, Subpart B, the EPA has
determined that you might be expected to assert a claim that some or all of [if submitted by the
business whose information it is: the information you submitted to the EPA] [if submitted by an
entity other than the business whose information it is: this information in EPA’s possession] is
confidential business information (“CBI”).] Under the EPA regulations at 40 C.F.R. Part 2,
Subpart B, the FOIA request has been initially denied to afford you an opportunity to provide
comments to [If no claim has been made: claim this information as CBI and] substantiate your
claim(s) as described below.

The purpose of this letter is to notify you that the EPA Office of General Counsel will be
making a(n) [advance or final] confidentiality determination concerning the information you
have claimed as CBI. If you feel that some or all of the information is entitled to confidential
treatment, you must make the showings below with specific reference to those portions of the
information you consider confidential.

Please be specific by page (including Bates Stamp. if applicable). paragraph, and
sentence when identifying and substantiating the information subject to your claim. Where your
claim, as originally made or as modified by your response to this letter, does not include all
information on a page, please attach a copy of each such page with brackets around the text that
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you claim to be CBL. Please note that if a page, document, group. or class of documents claimed

by you to be CBI contains a significant amount of information which the Office of General

Counsel determines is not CBI, your CBI claim regarding that page. document, group, or class of

documents may be denied. Any information not specifically identified as subject to a

confidentiality claim and substantiated as such in your response (o this letter may be disclosed to

the requester without further notice to you.

I. For what period of time do you request that the information be maintained as
confidential? If the occurrence of a specific event will eliminate the need for
confidentiality. please specify that event.

b2

Information submitted to EPA becomes stale over time. Why should the information you

claim as confidential be protected for the time period specified in your answer to question

#1?

3. What measures have you taken to protect the information claimed as confidential? Have
you disclosed the information to anyone other than a governmental body or someone who

is bound by an agreement not to disclose the information further? If so, why should the

information still be considered confidential?

4. Has any governmental body made a determination as to the confidentiality of the
information? If so, please attach a copy of the determination.

5. Is the information contained in any publicly available material such as promotional

publications, annual reports, articles, etc.? Is there any means by which a member of the

public could obtain access to the information?

6. For each category of information claimed as confidential, discuss with specificity why

release of the information is likely to cause substantial harm to your competitive position.

Explain the nature of those harmful effects, why they should be viewed as substantial,

and the causal relationship between disclosure and such harmful effects. How could your

competitors make use of this information to your detriment?

7. Do you assert that the information is "voluntarily submitted" as defined at 40 C.F.R. §
2.201(i)? If so. explain why and how disclosure would tend to lessen EP A's ability to

obtain similar information in the future.
8. Any other issue you deem relevant.

Please note that you bear the burden of substantiating your confidentiality and trade

secret claim(s) pursuant to 40 CFR § 2.208(¢). Generalize or conclusory allegations will be given
little or no weight in EPA’s determination on the confidentiality of information you claim to be

GBI

[f you wish to claim any information that you provide in your response to this letter to

itself be confidential, you must mark the response “CONFIDENTIAL” or with a similar

9/14/2017
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designation, and must bracket all text in the response that you so claim. Information so
designated will be disclosed by the EPA only to the extent allowed by, and by means of the
procedures set forth in, 40 C.F.R. Part 2, Subpart B. If you fail to claim the information provided
in your response as confidential, it may be made available to the public without further notice to
you.

Your reply can be mailed to the following address:
Or your reply can be delivered to the following address:

Your comments must be postmarked or hand-delivered by the 15th working day after
your receipt of this letter. If you intend to submit timely comments, please notify by phone at
[TELEPHONE NUMBER], by email at or by mail at the address above. Failure to submit timely
comments will be regarded as a waiver of your confidentiality claim and EPA will release the
information. You may request an extension of the 15-day deadline. Except in extraordinary
circumstances, no extension will be granted without the permission of the requestor.

Should you have any questions in this matter, please contact [CONTACT NAME].

Sincerely.

[NAME]
[TITLE]

Enclosures

9/14/2017
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CBI Substantiation Request Letter Sample D- FIFRA, Non-FOIA

OMB 2020-0003
Expires 05-31-2020

Request for Substantiation from an Affected Business
By Certified U.S. Mail; Return Receipt Requested
[Name, title, and address of the [designated] representative of the affected business]
Re: Freedom of Information Act Request [INSERT NUMBER]
Dear [Addressee]:

The U.S. Environmental Protection Agency (“EPA™) Office of Pesticide Programs is
seeking to determine the entitlement to confidentiality of [description of the information that is
the subject of the advance or final confidentiality determination) [if submitted by the business
whose information it is: that you submitted to the EPA] [if submitted by an entity other than the
business whose information it is: in EPA’s possession.] [If information has been claimed as CBI:
You have claimed (all or part) of this information as confidential business information (“CBI™).]
[If no claim has been made: In accordance with applicable EPA regulations, 40 C.F.R. Part 2,
Subpart B, the EPA has determined that you might be expected to assert a claim that some or all
of [if submitted by the business whose information it is: the information you submitted to the
EPA] [if submitted by an entity other than the business whose information it is: this information
in EPA’s possession] is confidential business information (“CBI”).]

The purpose of this letter is to notify you that the EPA Office of General Counsel will be
making a(n) [advance or final] confidentiality determination concerning the information you
have claimed as CBI. If you feel that some or all of the information is entitled to confidential
treatment, you must make the showings below with specific reference to those portions of the
information you consider confidential.

Please be specific by page (including Bates Stamp, if applicable), paragraph, and
sentence when identifying and substantiating the information subject to your claim. Where your
claim. as originally made or as modified by your response to this letter, does not include all
information on a page, please attach a copy of each such page with brackets around the text that
you claim to be CBI. Please note that if a page, document, group, or class of documents claimed
by you to be CBI contains a significant amount of information which the Office of General
Counsel determines is not CBI, your CBI claim regarding that page, document, group, or class of
documents may be denied. Any information not specifically identified as subject to a
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confidentiality claim and substantiated as such in your response to this letter may be disclosed to
the requester without further notice to you.

Questions 1-7 must be answered with respect to any confidentiality claims pertaining to the
enclosed product chemistry information.

[. What value can your competitors derive from knowing the identity, percent by weight,
certified limits, or parent process of each impurity? Is this impurity unique to your
manufacturing process? Why would your competitors find this impurity preferable over
whatever impurity results from their equivalent process?

!\J

Does published analytical methodology exist that could identify and quantify this
impurity? If so, why do you believe that your competitors have not already performed
such analysis?

3. What value can your competitors derive from knowing the description of materials used
to produce the product, the description of the production process. or the preliminary
production analysis? Why would your competitors find these processes preferable over
their equivalent processes?

Questions 4-7 must be answered with respect to any confidentiality claims pertaining to the inert
ingredients. Each question must be answered separately with respect to each inert ingredient:

4. What is the value that this inert ingredient brings to the product formulation? What
characteristics of this ingredient are unique such that competitors might prefer it over
whatever ingredients perform the equivalent function in their formulations? Is the use of
this ingredient limited to your product, or does it have broader applications?

5. Why is it unlikely that your competitors have not already discovered the value of this
ingredient? Are you aware of the use of this ingredient as an inert by your competitors?

6. To your knowledge, has the use of this inert ingredient in a pesticide been disclosed in a
patent? If so, how would disclosure of the identity of the ingredient assist your
competitors beyond what is already available through a patent?

7. Can the identity of this inert ingredient be determined by product sample analysis? If so,
why do you believe that your competitors have not already performed such analysis?

Question 8 must be answered with respect to any confidentiality claims pertaining to the
enclosed records:

8. For each category of information claimed as confidential, discuss with specificity why
release of the information is likely to cause substantial harm to your competitive position.
Explain the nature of those harmful effects, why they should be viewed as substantial,
and the causal relationship between disclosure and such harmful effects. How could your
competitors make use of this information to your detriment?
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Questions 9 through 15 must be answered for each type of information that you claimed as
confidential:

9. For what period of time do you request that the information be maintained as
confidential? If the occurrence of a specific event will eliminate the need for
confidentiality, please specify that event.

10. Information submitted to EPA becomes stale over time. Why should the information you
claim as confidential be protected for the time period specified in your answer to question
number 9?

| 1. What measures have you taken to protect the information? Have you disclosed the
information to anyone other than a governmental body or someone who is bound by an
agreement not to disclose it further? If so. why should it still be considered confidential?

12. Has any governmental body made a determination as to the confidentiality of the
information? If so, please attach a copy of the determination.

13. Is the presence of this information disclosed in any publicly available material such as
Material Safety Data Sheets, promotional publications, annual reports. articles, etc.? Is
there any means by which a member of the public could obtain access to the information?

14. Do you assert that the information is "voluntarily submitted" as defined at 40 CFR §
2.201(i)? If so, explain why, and how disclosure would tend to lessen EPA's ability to
obtain similar information in the future.

15. Any other issue you deem relevant.

Please note that you bear the burden of substantiating your confidentiality and trade
secret claim(s) pursuant to 40 CFR § 2.208(¢). Generalize or conclusory allegations will be given

little or no weight in EPA’s determination on the confidentiality of information you claim to be
CBIL.

If you wish to claim any information that you provide in your response to this letter to
itself be confidential, you must mark the response “CONFIDENTIAL?” or with a similar
designation, and must bracket all text in the response that you so claim. Information so
designated will be disclosed by the EPA only to the extent allowed by, and by means of the
procedures set forth in, 40 C.F.R. Part 2, Subpart B. If you fail to claim the information provided
in your response as confidential, it may be made available to the public without further notice to
you.

Be advised that information described by Federal Insecticide, Fungicide, and Rodenticide
Act (“FIFRA™) section 10(d)(I)(A). (B), and (C) is not automatically entitled to confidential
treatment. Disclosure of such information would only be prohibited, by FIFRA section (b), if the
information is eligible for confidential treatment as described by 40 CFR 2.208.
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Your reply can be mailed to the following address:
Or your reply can be delivered to my attention at the following address:

Your comments must be postmarked or hand-delivered by the 15th working day after
your receipt of this letter. If you intend to submit timely comments, please notify by phone:
[TELEPHONE], by email: [EMAIL ADDRESS], or by mail at the address above. Failure to
submit timely comments will be regarded as a waiver of your confidentiality claim and EPA will
release the information. You may request an extension of the 15-day deadline. Except in

extraordinary circumstances, no extension will be granted without the permission of the
requester.

Should you have any questions in this matter, please contact [CONTACT PERSON].

Sincerely,

[NAME]
[TITLE]

Enclosures

9/14/2017
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CBI Substantiation Request Letter Sample E- TSCA

OMB 2020-0003
Approval expires 05-31-2020

By Certified U.S. Mail; Return Receipt Requested
MAY CONTAIN CONFIDENTIAL BUSINESS INFORMATION
[Technical Contact Name, title, Company, and Address)

Re: Notice of Review and Request for Substantiation of Confidential Business Information
Claim(s)

Document Type:

Document Identifying Number:

Date of Submission:

Type of claim(s) to be reviewed: "1 specific chemical identity
] all other CBI claims

Dear [Addressee].

Under the Toxic Substance Control Act (TSCA) most confidential business information (CBI)
claims for chemical identity and at least 25% of other CBI claims are subject to a review and
final determination. TSCA section 14(g). 15 U.S.C. § 2613(g).

This letter is to notify you that the U.S. Environmental Protection Agency (EPA) Office of
General Counsel will be making a final confidentiality determination concerning information
you have claimed as CBI. as identified above. All non-exempt CBI claims must be
substantiated.

If you feel that some or all of the ‘1formation checked above is entitled to confidential treatment,
you must substantiate as described below with specific reference to those portions of the
information you consider confidential.

Note that TSCA section 14(c)(2) generally exempts certain information types from the
requirement to substantiate. 15 US.C. § 2613(c)(2). See EPA webpage [INSERT WEBPAGE]
for more guidance on information exempt from substantiation. To the extent that you believe the
information that you have claimed as CBI is one of these exempt information types. you may
make this assertion in your response by identifying the specific section 14(c)(2) exemption, in
lieu of substantiating the CBI claim for that information. If the Agency disagrees with this
assertion, you may be asked to provide additional information to support your claim.
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Substantiating a CBI Claim.

There are two different sets of substantiation questions for CBI claims: (I) questions for all CBI
claims in the submission; and (I1) questions for chemical identity CBI claims. Please use the
appropriate question set. In some instances, your TSCA submission may contain both types of
CBI claims or a CBI claim may require completing both sets of substantiation questions. For
example, if you assert a CBI claim to protect a chemical substance’s identity, then you must
answer both question sets. EPA has identified the appropriate question set(s) via the checkboxes
at the top of this letter. In some instances, for example TSCA section 8(a) Chemical Data
Reporting (CDR) Rule submissions, you may have already provided up-front substantiations for
some of the CBI claims. If you have already substantiated your CBI claim at the time of
submission, please refer to or preferably physically attach your substantiation to your response to
this letter.

Note also that the providing of incorrect information in this substantiation request may be a
failure to comply with TSCA, specifically 15 U.S.C. § 2614.

I. REQUIRED FOR ALL CBI CLAIMS.

If you are asserting ANY information in the submission as CBI, please answer the
following questions.

In supporting your CBI claim(s), please be specific by page, paragraph, sentence, or by data
element when identifying and substantiating the information subject to your claim. Where your
claim, as originally made or as modified by your response to this letter, does not include all
information on a page, please attach a copy of each such page with brackets around the text that
you claim to be CBI.

In some cases, it may be appropriate to group the information into a class of information rather
than responding to each item claimed as CBI. See EPA webpage [INSERT WEBPAGE] for
suggested approaches to providing substantiations of materials grouped. For any information that
is not specifically identified as subject to a confidentiality claim and substantiated as such in your
response to this letter, it shall be determined that you have waived your CBI claim, pursuant to 40
C.F.R. § 2.205(d).

For each item or class of information that you continue to claim as CBI, please answer the
following questions, giving as much detail as possible. Your substantiation response to these
questions will be used by the EPA to determine whether the information has been shown to be
entitled to confidential treatment:

A. Do you believe that any of the information claimed as CBI is exempt from substantiation
pursuant to TSCA section 14(c)(2)'? Yes/No.

' TSCA Section 14(c)(2) states:
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If you answered ves. please identify the information. provide the specific exemption and
answer no further questions related to that information.

If you answered no, please respond to the questions below.

B. Will disclosure of the information likely result in substantial harm to your business
competitive position? Yes/No.

If vou answered ves. please describe with specificity the substantial harmful effects that
would result to your competitive position if the CBI information is made available to the
public. In your answer, explain the causal relationship between disclosure and any
resulting substantial harmful effects. Consider in your answer such constraints as capital
and marketing cost. specialized technical expertise. or unusual processes and your
competitor’s access to your customers.

C. To the extent you have disclosed information to others (both internally and externally),
what precautions has your business taken? Please identify any measures or internal
controls your business has taken to protect the information claimed as confidential.

|. Non-disclosure agreement required prior to access. Yes/No

Access is limited to individuals with a need-to-know. Yes/No

3. Information is physically secured (e.g. locked in room or cabinet) or
electronically secured (encrypted, password protected. etc.). Yes/No

4. Other internal control measure(s). If so. please explain.

o

D. Does the information claimed as confidential appear in any public documents, including
(but not limited to) safety data sheet, advertising or promotional material, professional or

(2) Information generally not subject to substantiation requirements
Subject to subsection (f), the following information shall not be subject to substantiation requirements under
paragraph (3):

(A) Specific information describing the processes used in manufacture or processing of a chemical
substance, mixture, or article.

(B) Marketing and sales information.

(C) Information identifying a supplier or customer.

(D) In the case of a mixture, details of the full composition of the mixture and the respective percentages of
constituents.

(E) Specific information regarding the use, function, or application of a chemical substance or mixture ina
process, mixture, or article.

(F) Specific production or import volumes of the manufacturer or processor.

(G) Prior to the date on which a chemical substance is first offered for commercial distribution, the specific
chemical identity of the chemical substance, including the chemical name, molecular formula, Chemical
Abstracts Service number, and other information that would identify the specific chemical substance, if the
specific chemical identity was claimed as confidential at the time it was submitted in a notice under section
2604 of this title.
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trade publication, or any other media or publications available to the general public?
Yes/No.

If vou answered ves. please explain why the information should nonetheless be treated as
confidential.

Does the information claimed to be CBI contain (a) trade secret(s)” ? Yes/No

If ves. please explain the reason for your belief. Please attach copies of those pages
containing such information with brackets around the text that you claim to be (a) trade
secret(s).

If you assert a claim of confidentiality that is less than 10 years (see TSCA section
14(e)(1)(B)), then please indicate the number of years (between 1-10 years) or specific
date of which the claim is withdrawn.?

. Has EPA, another federal agency, or court made any confidentiality determination

regarding information associated with this substance? Yes/No.

[f yes. please explain the outcome of that determination and provide EPA with a copy of
the previous confidentiality determination or any information that will assist the Agency
in identifying the prior determination.

II. REQUIRED FOR ONLY CHEMICAL IDENTITY CBI CLAIMS.

If you are claiming a specific chemical identity as CBI, please answer the additional
following questions. If you are not substantiating a chemical identity CBI claim, then you do
not need to respond to the questions below.

A.

B.

Is the chemical substance on the confidential portion of the TSCA Inventory? Yes/No.

Commerce:
I. Has the chemical substance (or mixture) been offered for commercial distribution?
Yes/No.

2. Is the chemical substance known to be in U.S. commerce? Yes/No.
If vou answered ves. please explain why the information should nonetheless be treated as

confidential.
Disclosure of the specific chemical name would release:

* “Trade secret” is defined as “a secret, commercially valuable plan, formula, process, or device that is used for the
making, preparing, compounding, or processing of trade commaodities and that can be said to be the end product of
either innovation or substantial effort.” Pub. Citizen Health Research Grp. v. FDA, 704 F.2d 1280, 1288 (D.C. Cir.

1983).

* Information with withdrawn CBI claims will be made available to the public without further notice.
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|. Confidential process information. Yes/No.
9. Confidential portion of a mixture information. Yes/No.

If yvou answered ves to either question, please explain

Asserting a CBI claim in your substantiation response.

Businesses may claim their substantiation response as CBI. Information claimed as confidential
should be clearly marked by bracketing, circling, or underlining. All pages containing such
information must also be stamped "CONFIDENTIAL BUSINESS INFORMATION" or with
similar designation in order to assert a confidentiality claim. Care should be taken to ensure that
these markings do not obscure the text.

If you claim your substantiation response as CBI, you must include the following statement in
the submission.

[ hereby certify to the best of my knowledge and belief that all information entered on

this form is complete and accurate.

I further certify that, pursuant to 15 U.S.C. § 2613(c), for all claims for confidentiality

made with this submission, all information submitted to substantiate such claims is true

and correct, and that it is true and correct that

(i) My company has taken reasonable measures to protect the confidentiality of the
information;

(ii) [ have determined that the information is not required to be disclosed or
otherwise made available to the public under any other Federal law;

(iii) I have a reasonable basis to conclude that disclosure of the information is likely
to cause substantial harm to the competitive position of my company; and

(iv) I have a reasonable basis to believe that the information is not readily
discoverable through reverse engineering.

Any knowing and willful misrepresentation is subject to criminal penalty pursuant to 18
U.S.C. § 1001.

Timely Responses and Postal Requirements

Your substantiation response must be postmarked or hand delivered to this office by the 15th
working day after your receipt of this letter. While it is anticipated that there will be a means
for sending these to the Agency electronically in the future, at this point substantiations should
be sent via US Mail or courier.
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Filings should be directed to the below address.

TSCA Confidential Business Information Center (7407M)
WIC East; Room 6428; Attn: TSCA CBI Substantiations
U.S. Environmental Protection Agency

1200 Pennsylvania Avenue, NW

Washington, DC 20460-0001

Courier Deliveries:

U.S. EPA

Office of Pollution Prevention and Toxics
Confidential Business Information Center (CBIC)
Attn: TSCA CBI Substantiations

1201 Constitution Avenue, NW

WIC East; Room 6428

Washington, DC 20004-3302

(202) 564-8930

You may seek an extension of time to submit your substantiation response to this office, but the
request must be made before the end of the 15-day period. Requests for an extension may be
directed to Ms. Quoc Nguyen, Office of General Counsel, Nguyen.Quoc(@epa.gov.

Failure to timely submit vour substantiation response will be regarded as a waiver of your
confidentiality claim or claims, and the EPA may release the information.

Should you have any questions concerning this matter, please contact Mr. Scott Sherlock at
(202) 564-8257 or Sherlock.Scottedepa.gov; or Ms. Jessica Barkas at (202) 250-8880 or
Barkas.Jessica@epa.gov.

Sincerely,

[NAME]
[TITLE]
[Office Name and Address]
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OGC Relativity Guidance

Use this guidance to familiarize yourself with the Relativity platform, including how to redact
documents. Remember that before you can use Relativity for the first time, you need to contact EZ-
tech (or technical support for your office) to install the Relativity Web Viewer Plugin.

Contents
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ONLINE RESOURCES

EPA uses Relativity version 8.2. There are a number of video trainings and other resources
available here: hltps:l.-f'\\-\\-\\'.kcurax:om.-'rcl:ui\-'iiw’cdiscm-'cr\-'-rcsnurccsx"lraining.-"'. Below are
some tutorials that you may find useful.

1. Getting Started (3:41): https:/www.kcura.com/relativity/ediscovery-
resources/training/on- demand/getting-started/

2. Redactions and Annotations (6:46):
https:/swww.kcura.com/relativity/ediscovery- resources/training/on-
demand/adding-redactions-and-annotations-8-2/

3. Coding and Tagging Documents (5:15):
hLlps:.-"*"\\-‘ww.kcura.cmn.-’rclali\'il\'-"'cdiscm'cr\'- resources/training/on-

demand/coding-and-tagging-documents/
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4. Reviewer Training (36:33): https://www .kcura.com/relativity/ediscovery-
resources/training/on- demand/reviewer-training/

SIGNING IN, FINDING YOUR WORKSPACE

If you are a first-time user, your sign in credentials will be emailed to you along with a link to
EPA’s Relativity viewer. It is a good idea to save or bookmark this link. If you have
password issues or cannot find the link, email your case manager. Once you sign in, you will
see the workspace list. Click on the name of your case to enter your workspace.

@ 8 Relativity

ACtive Workspaces vi
Clean Power Plan FOIAS 1764581 Active 2907018
Y s 1 o of 1703312 Active 912812015
Carbon
I H o autic Fractuning 1636847 Active S/9/2015
FOiAs

eot NGO King Mine 1763746 Active 2191201
Hatters (GKM)
R Conprenenie 1763668 Active — 472712018
Collec tion
| T mEarye i) 015524 Active 71131206
Congressiona! NN
) Portiand Harbor 2018611 Kctive _ 9/28/2016
PFOA Workspace (SN 2018131 Kctive 2 SPesseme s 91201201
jis= 7 maass ]

Edt  Volkswogen FOIA Review 1765217 Active - 10/24/2018

(sample screenshot of a Workspace List, some information removed)
BATCHES

Documents are organized into groups called batches. To review documents, you must have a
batch assigned to you. No one else will work on documents in your batch while they are
assigned to you. To check out a batch, follow the instructions below. If you are done
working, your batch will remain assigned to you unless you check it back in, even if you sign
out of Relativity and sign back in later.

1. Atthe top of your screen, you will see tabs. Every database is different, but you will
likely have a Documents tab and a Review Batches tab. Click the Review Baiches tab.
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Clean Power Plan FOIAs

OIS CUTSIM peview Batches §. Summary

This will bring you to a list of batches. There will be several fields of information
displayed in the columns.

a. The Batch Status column will tell you whether a batch has been
completed, is in progress, or if the field is blank, the batch is open and
may be checked out.

b. Ifa batch is assigned to a reviewer, their name will be displayed in the Assigned
To column.

c. The columns should display how many documents have been reviewed in a
batch as well as the total size of the batch.

To check a batch out, look to the left of the screen. Next to the batch names, there will
be a blue hyperlink Edit button. Once you have selected your batch, click this edit
button to begin the checkout process.

o i

E CLEdit  OAR Juy-Sept Morrissey OAR-MO00O e
k2 @ OAR July-Sept Morrissey OAR-M00002 C
OAR July-Sept Morrissey OAR-M00003 e
OAR July-Sept Morrissey OAR-MO0004 q

Batch Edit
r

-
(TP 2 scmin, Relativity VE

Once a batch is checked out, you will notice that it is assigned to you in the Assigned To
column.

To view the documents in the batch you have checked out, you must look again to
the tabs at the upper left of your screen. Click back to the documents tab to view the
documents.
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Selected Item(s)

7. Follow the same steps to check a batch back in. (Go to the batches tab, find your
batch, press the Edit button). You may check the batch back in as Pending if it is not
complete. But if all documents have been reviewed, check it back in as Completed.

Batch Edit

INSTALLING THE WEB VIEWER

O Returm to document list
[} SSMACKLET 0600003

@ Viewer ) Hattve O image Eotractec Teat = FroJmtond -

The Relativity Viewer Could Not Load

To continue, please attempt tha following:

Check for the Yellow Bar

When the Relativity viewer lpads on a workstation for the first time, a yellow message prompt bas
will appear at the top or bottom of the browser window (depending on your intemnet Explorer

version).

To continue, follow the yellow message prompt bar instructions to camplete the nstallation.

| Pease contact your system administrator if you do not have permission to install software on your
| workstation.

| Downioad Relativity's “Viewer Instailation Kit” \

| Youmay be missing components required to run the Relativity Viewer. Click here to launch the
| Viewer Installation Kit, which contains all necessary components.

| You will be prompted to restart internet Explorer when the inmstallation completes,

| if the installation fails, o if this page is redisplayed after the instaflation completes, please contact
;' your system administrator.

If this is the first time you are using Relativity on your machine, you will likely need to install a
plugin before being able to view documents. If you are prompted with the below error or a
similar message when you try to open a document, then you will need someone with
administrator rights to download the Relativity Viewer and install it. Call your technical support
line and ask for assistance installing the Relativity Viewer plugin. Your technician will be able
to remotely download and install the plugin, usually in a matter of minutes. This should only
need to be done once.
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OPENING AND VIEWING A DOCUMENT

1. Make sure you are in the Documents tab.

Selected Item(s)

2. Your screen should look something like this:

f’ Volkswagen FOIA Review v R
[1's bbbt . X == R e ’

B e

Y 1 e Ca— ] = o T T T T R T

3. Look at the drop down menu towards the upper left of your screen. It will likely say
“All Documents™ or “unreviewed documents™ or have similar choices. Your case
manager should give you guidance as to what view to use, or they may limit your
access to a single useful view.

£ ED_000552 Gold King Mine Matters (GKM)

- 41 B Review Batc - N\, User ' i ~
Folders sl QL[ 014 - My Unreviewed Documents v is Folde

il 0 Selected Itemes

4+ 552

|
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4. You will see a list of documents with columns of information. One of the leftmost
columns will contain links to the documents themselves. Click the blue hyperlink
Doc ID number of the document you would like to open.

E-IM-W-M_M

i ED_DOG7480000000 1 Warcsauto Daty Eaiton JI0/016 1116 A
Wargsiutofenewi waromaute « ;’Ml':hn-pi.ar.-s
Agmrmstrative
Group

]

s 1EWs Inowstrisl Managemeet [N 371072016 %:32 A
Today «fo=Exchangelabs.
“newsettersireply.len.coms  Agministrative
Group
(FYDIBOMFIISPOLT

~

.
|9.

7 £ait (2 ED_00074300000003 - 1EN Today _ 1/8/2016 2:19 Pa
«newssterclregiy en,comr < /ovExchangelats

0
"

5. Opening a document will take you to the reviewer interface, it should look like this:

-1 _ T T : = : N o e R S
L1 tm st enstm— = [ s W4 M
W e maEe L m— ki d ey T - ~

-

e os s o W -

i
.
i
L]
-
-
L

= | 1

o O R LD T e
e Thur W18 'vcu £ W 18 Pu Ly fvngy spwanium s (D oone! e
Smdget  Samegrong ) D O™ Coiien o Dreeg Al Aese Shareg e Thers

MAAN BECEMED Trae RAGDEIL S WA P Srebes -

MasdeCie b, e 5 i e o Cmb— 1 3t
AN ETIEEMENT

u s s EEENE

6. You should have access to three views depending on the type of document you are
looking at and how it has been processed. To change to a different view, click the
radial button.

2] ED_00074800000001

(® Viewer () Native () Image ()| Extracted T
Tls wx 26M

a. Viewer Mode: Default view which contains the rendered version of the native
file. This view will display the entire content of the document in one
continuous view. If persistent highlighting is used. certain terms may be

9/14/2017
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highlighted to aid in your review.

b. Native Mode: Clicking on the native viewer will open the file in a separate
window in its native form. If you are looking at an email, it will open the file
in outlook, if you are looking at a spreadsheet, excel will open. This can be
useful for certain file types. but should generally be avoided.

¢. Image Mode: This view will only be available if the document set you are
working with has been processed to be “imaged.” If you need to use image
mode but your documents are not imaged, talk to your case manager. Image
mode shows you the document as it will be produced to the requester. The
document may contain several pages that you will need to click through. This is
the view you will use to make redactions.

7. To move on to the next document in your list automatically, or back to a previous
document, use the navigation arrows in the upper right corner of your screen.

L T P T U W T

Docmmtofm H4PrP M
I Review \d[:

8. To return to your document list from a document view, look to the upper left of your
screen and select Return to document list.

) Return to document list

SORTING AND FILTERING DOCUMENTS

. Your document list should have several columns. If a column title is underlined, like
Sent Date is in the image below, you can slick on the title and your documents will be
sorted by that column.

| S - i e ey

I [] Edt [ ED_000322) Forked WSFs 0000C 11/20/2012 5:02 PM CH=5an CHestan Fur: Two Non-Responsive

A O
Bomrbore 74 Lafbl Pl bt o £ PU P (e e b fommemnn ol Embien Plns

2. Clicking on the filter icon above your document list will allow you to filter the
documents you are viewing. For example, you could limit your view to only
documents from a particular sender.

s -

‘B El = 7 & ItemsD-ZE[oﬂ,OOOI H 4P
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3. Text boxes will appear below the headings of each column. Type the terms you want
to use to filter in the text box of the relevant column.

mnlmmmm

v | {iay | [y [ [ | [ | i - '*:m

l M1 Fmt ) FD GO Fracked NOFy OO 11/20/2017 512 Pl CNelam e Fioe: T Frwn. Bweurwre

4. To clear your filters, click the sweep icon next to the filter icon.

B e 7 F ttems[1 |-250r1,000 H 4 b
ERf e et Lt e

CODING A DOCUMENT

*Coding” is a term we use to describe the process of adding information to the documents
that you review. To do this, when viewing a document, use the coding pane on the right
side of your reviewer interface.

o

[

L u.-l-wusium
Sadnemy T

gyl ) Snat. & /9, 0srig A ot Bharrg Mo Theasr
AL A CENT Poar J14s, ‘.ﬂN‘« WAz e

Yirw Coveig

WAARCH b0, Jeih : ‘

ANVERTIEMENT |

7
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1. To begin coding, you must select the edit button in the upper left of your coding pane.

e & TS ) [N DO s, W S LRI+ e
oocmt[joﬂouoliibbl
E

DocDBeg: ED_00074800000001
Group Identifier: ED_00074800000001

2. This will bring your coding pane to life and allow you to make edits. Your
reviewer interface should now look like this:
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3. Follow the instructions provided by your case manager for coding your documents.
You will find that some fields of information use radial buttons that only allow you to
make one choice, and other fields use check boxes which allow you to select more than

one item.
Radial Buttons: Check Boxes:
L AR
R e . Basist [T gy 4. cai
O Retease in Ful [7] Ex. 5 - Detiberative
- O Retease with Redactions REUR S Ak Gt
) ) [ Ex. 5 - Attorney Work Product
_ (O withhold in Full e hersa pooae
| @ Not Responsive Entire-Doc [J x. 6 - Acmnistrator

o o [ £x. 7(a) - Enforcement
b Tech Problems Fl e 7(ch

O Duplicate [ other (specify in comments)

[71 Non-Responsive

| Add
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4. After you have finished coding a document, remember to save. If you plan to move on
to the next document in your set, clicking “Save and Next” will save and take you
there automatically. The save buttons are located above and below your coding pane.

ml“mlll 5 IUI vuu =3 % r

Save & Next Review v :

Previous: None

5. When you move onto another document, your coding pane will remain in edit mode,
and you should be able to begin coding right away.

REDACTING

In general, when a FOIA exemption applies to part of a document, we have an obligation to
release reasonably segregable material within that document. This is accomplished by
redacting the exempt part of the document. You should redact as needed according to the
instructions below. Redactions are automatically saved.

1. To create a redaction, make sure you are in Image mode in the Document viewer.

© Viewer () Native @ image @) | Evtractes Teu: v

2. Look to the toolbar at the top of your screen. See the solid black square with
the drop down menu. If you hover your cursor over it, it will display “Redacr”.

{J Return to doc ument tiut

—] ED_O00T 4800000001 »‘
) Viewer (7) Natrve @ Image () Lotraited Taxt W f [ cecic i |
rax | TEEING L] -w-@ MR- WO

3. The drop down options when you click on the down arrow will be Black, Cross.
Text, or White. Always select Text. When you have 7ext selected, the icon will
look like below. Once this is selected, it will remain in 7ext mode unless you
change it or sign out.

QO Return to document tist

] ED_00074800000001 !
| Whewer () Wative (@) Image () Euixt ol

5 B80% 2 | MO BHIED| & 4 -@-a X-®|aw-| BB O

4. To make a redaction, click on your document and drag to create a square text
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box. You will be able to resize or move this text box so that it conceals the
information that is exempt from disclosure.

To change the text that is displayed in the box, right click on the box. This will
allow you to select the appropriate basis for withholding from a series of drop
down choices.

To delete a redaction, right click on the redaction and select delete.

Remember that the coding pane will not be automatically updated when you make
a redaction. Be sure to code which exemptions you are asserting.

COPY FROM PREVIOUS

At the top right-hand side of the coding pane, there is a “Copy from Previous™ button on the
Relativity review screen, which will allow you to copy the coding from the most recently
coded document in your current review session. This button may save time if you are working
in a sequence of similar documents.

To use Copy from Previous, you must first code at least one document. If you have
not yet coded a document in your current session, or if you click Save (as opposed
to Save & Next) or Cancel after reviewing a document, the layout is displayed as
read-only and the Copy from Previous button is disabled:

ll Donmentmofd H4P A
I Privilege

Previous: None

i

I| Bates Beg: EPA0799711
'. Bates End: EPA0799712
| Parent/Child: P

2. Once you have coded a document in the current session and hit Save & Next, the

Previous field will show the document identifier of the document that you last coded,
and the Copy from Previous button will be enabled:

80
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i Privilege Log v

=T
e S

Bates Beg:  EPA0799713
Bates End: EPAQ0799717

Previous: EPAD799711

3. Relativity will also display a gray arrow icon next to the fields with values that will be
copied from the previous document when you use Copy from Previous (Document
Status, Privilege Basis, and Reviewer Comments). After you click Copy from
Previous. the gray arrow icon will be replaced with a green arrow icon. The icon
redisplays next to a copied field that you have modified. You must still click Save or
Save & Next to apply the changes that you have copied into the document.

How to effectively use Copy from Previous

Use the Copy from Previous function when you want to copy the coding values of the
designated fields from the last-saved document to the current one, like in cases where you have
a series of similar documents one after another. After Relativity populates the layout with these
coding values, you can still modify them (as you might need to, for instance, when copying a
Privilege Basis description from an email into one of its attachments). After making any
necessary changes, click the Save & Next button to save your changes and review a new
document.

REVIEWING FAMILY MEMBERS AND DUPLICATES

When looking at an attachment, it can be helpful to view the parent email to gain important
context. When looking at an email communication, it may be helpful to view the
attachments that are referenced. To view a document’s family, follow the steps below.

1. FAMILY MEMBERS

a. Find the paperclip icon in the bottom right corner of your screen. Click it.

t L 4 N >
 mb/s ‘ /
i DBESEADIH e O
®100% ~
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b. This will provide you with a small viewing pane that contains list of

documents, likely titled with a series of Doc ID numbers. Each number is a
hyperlink to a document.

& romiy _ Z=

o ]

[]ED_000674 00006095

[] ED_000674_00006096

) tems[t  |-20r2) M 4 P M

c. The uppermost document will be the parent email. The descending
documents are attachments.

d. After clicking through the family and making coding changes or gathering

information, to return to your original document, look to the upper left of your
screen and click Rerurn to review queue.

O Return to review queue

2. DUPLICATES

a. The Duplicates Icon should be located next to the paperclip icon,

¥
’ < 73 >
i mb/s /
| TBEEEALD IR e G
#®100% ~

b. Just like with family members, you will see a small viewing pane that will
display any duplicates. It can be navigated similarly, and when you are

finished coding any duplicates, you can return to your initial document by
selecting return to review queue.

EMAILING A DOCUMENT TO YOUR CASE MANAGER

If you have a question about a document, it is often easiest to send a link to the case manager.

Relativity has an easy tool to help with this.
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1. Locate the email icon with the green arrow in the upper right of your viewing pane

O Bstum 16 docoment st
(] ED_000AYIL Forkmd MSFs_ 00000001
& wewer () Malree [ Image o
Wl cws oM 8| oen - Sl ajar|0
Tex CHeStan Mebura/'OUrRYOsUSEPA/CEUSBEPA CH=Lawrence Starkeid OU=DC/0=USEPA/CEUSEEPA]l Nelawrence -

2. Click the icon, this will open up an outlook message with a direct link to the
document. Send the document to your case manager with a note about your question
and they will be able to open up the document themselves to help with your issue.

GETTING DOCUMENTS OUT OF RELATIVITY

If you are a first line reviewer, there is likely no reason for you to print or produce
documents from Relativity. If you are helping with case management, you may need to get
documents out of the database for a number of reasons.

L. Running a Production: You may be at the end of your review and ready to deliver
your final product to a requester. This will require the help of the e-discovery team in
OEI. When you are ready to run a production, send an email to ediscoveryi@epa.gov.
You should describe which documents need to be produced, if you would like them
to be produced as images or in native format, and how you would like the documents
to be stamped. The E-discovery team may follow up to clarify those and other details.
If you know that you are going to request a large production, it can be helpful to
reach out in advance.

2. Printing Images: 1f you are not running a final production, but rather need copies of
one or more documents for some internal review, you can print images of your
documents with or without redactions. Follow the steps below.

a. Check the boxes of the documents that you would like to produce.

Leightc
/ Wise/(

Edit (7] ED_000522) Forked NSFs 0000(

(| ED_0005223 Forked NSFs 0000

m
=

E
E
E ) ED_000572) Forked NSFs 0000¢

[
Ir-
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b. Alternatively. if you would like to print all of the documents in a particular
saved search or folder, you can select “All"” documents from the drop down in
the lower left of your screen.

[[ creckea v | Eart vJ

= — At

\

(mss  v|eat B |

¢. Using the second drop down menu, select “Print Images” and then press “Go™.

Wﬁ VI Print Images ﬂ
1

d. You will be prompted with a number of choices. If you are trying to create a
PDF, select a PDF printer. You have the options to send multiple documents as
a group. print highlights or redactions, and select markup sets. Once you have
set up your print job, press “OK™ and Relativity will print your images. If you
are printing to PDF, you wil be prompted to save the PDF.

1~ Printer =

e [ R R < |

|
| & Send each document individually
| € Sendall documents as one print job (only for PDF Printers)

—IrnageSetOphuu o = B S = —

% Original Images
" Produced Images

-
P |
—Print options » —_— i
| [ Print Highlights
[~ Print Redactions
| & term |
C
[~ Print Slip Sheets | (Blank Page) |
Stamp dentifier  |Nore =]
Stamp Location IBoncngh _v_!
Markup Set Imwv - Congressional ;l
oK | Cancel |
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3. Opening in Native: If you need to view or circulate a native file, open it using the
native viewer and proceed from there.

3 Return to document list

] ED_000552A 3

() viewer @ Native () Image ()
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Redacting in Adobe Acrobat Pro DC

Use these instructions to redact content in Adobe Acrobat Pro DC

(1) Choose Tools > Redact. The Redact toolset is displayed in the secondary toolbar.
(2) In the secondary toolbar. choose Mark for Redaction > Text & Images.

(3) (Optional) To set the appearance of redaction marks, click Properties in the secondary toolbar.
(See Change the look of redaction markers.)

Note: The FOIA requires that the Agency provide an estimate of the volume of redacted
information to the requester. This includes redaction marks within documents. Therefore, you must
always use redaction marks or borders that are visible. In other words, never place a white
redaction mark on a white background.

(4) Mark items you want to remove by doing any of the following:

e Double-click to select a word or image.
e Drag to select a line, block of text, object, or area.
e Press Ctrl as you drag to select areas of a page in a scanned document.

Note: To preview how your redaction marks appear, hold the pointer over the marked area.

(5) To apply multiple code entries to a single redaction, right-click a redaction mark and select an
option. For more information, see Apply multiple code entries to a redaction. Tip: Use the Find
Text tool to find and remove words or phrases in one or more PDFs that contain searchable text.
(see below)

(6) (Optional) To repeat a redaction mark, right-click it and choose Repeat Mark Across Pages.
This feature is convenient if a particular header, footer, or watermark appears in the same
location on many pages.

(7) When you have finished marking the items you want to redact, click Apply in the secondary
toolbar to remove the items. then click OK. The items aren’t permanently removed from the
document until you save it.

(8) If you want to search for and remove hidden information in the document by using the
Remove Hidden Information feature, click Yes in the dialog box. Otherwise, click No.

(9) Choose File > Save, and specify a filename and location. The suffix “ Redacted” is
appended to the filename. If you don’t want to overwrite the original file, save the file with a
different name, at a different location, or both.

Tip: Use the Find Text tool to find and remove words or phrases in one or more PDFs that contain
searchable text. (see below)

36
9/14/2017



For Internal Agency Use Only

Search and Remove Text

Note: The Find Text tool doesn’t search secured (encrypted) PDFs.

(1) Choose Tools > Redact.
The Redact toolset is displayed in the secondary toolbar.

(2) In the secondary toolbar, choose Mark For Redaction > Find Text.

(3) In the Search dialog box, specify if you want to search the current PDF or all PDFs in
another location.

(4) Do one of the following:

e Tosearch for only one word or phrase, choose Single Word Or Phrase and type the
word or phrase in the text field.

e To search for multiple words, select Multiple Words Or Phrase, and then click Select
Words. Type each word in the New Word Or Phrase text field and click Add. You can
also import a text file with the list of words or phrases to search for.

e To search for a pattern (for example, phone numbers, credit card numbers, email
addresses, social security numbers, or dates), click Patterns. Choose one of the available
patterns. You can change the language version of the patterns. (See Select a different
language version for patterns.)

(5) Click Search & Remove Text.

(6) In the search results, click the plus sign (+) next to the document name to see all occurrences
of the word or phrase. Then, select the occurrences you want to mark for redaction:

e To select all occurrences in the list, click Check All.

e To select individual occurrences, click the check box for each one you want to redact.
Click the text next to a check box to view the occurrence on the page.

e To mark none of the occurrences, close the Search dialog box or click New Search to
start over.

e To mark whole words or partial words (characters) for redaction, select the option under
Redaction Mark Options. For partial words, select Mark Partial Word (s) For
Redaction the Settings dialog box appears. In the Settings dialog box, specify the
number and location of the characters for redaction. Character redaction is useful if
you're searching for a pattern, like credit card numbers, and want to leave part of the
number visible for identification purposes.

(7) If you selected occurrences that you want to mark for redaction, click Mark Checked
Results For Redaction. The items you selected in the list are shown marked for
redaction.
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Note: If you haven’t saved the file, you can select redaction marks in the document and
press Delete to remove the redaction mark. The redaction marks become permanent after
you save the file.

(8) To remove the marked items, click Apply in the secondary toolbar. and then click
OK. The items aren’t permanently removed from the document until you save it.

(9) If you want to search for and remove hidden information in the document by using the
Remove Hidden Information feature, click Yes. Otherwise, click No.

(10) Choose File > Save, and specify a filename and location. If you don’t want to overwrite the
original file, save the file with a different name. at a different location, or both.

Find and remove hidden content

Tip: Use the Remove Hidden Information feature to find and remove content from a document
that you don’t want, such as hidden text, metadata, comments, and attachments. When you
remove items, additional items are automatically removed from the document. Items that are
removed include digital signatures, document information added by third-party plug-ins and
applications, and special features that enable Adobe Reader users to review, sign, and fill PDF
documents.

Note: To examine every PDF for hidden content before you close it or send it in email, specify
that option in the Documents preferences using the Preferences dialog box.

(1) Choose Tools > Redact.
The Redact toolset is displayed in the secondary toolbar.

(2) In the secondary toolbar. click Remove Hidden Information.
If items are found. they are listed in the Remove Hidden Information panel with a selected
check box beside each item.

(3) Make sure that the check boxes are selected only for the items that you want to remove from
the document. (See Remove Hidden Information options.)

(4) Click Remove to delete selected items from the file, and click OK.

(5) Choose File > Save, and specify a filename and location. If you don’t want to overwrite the
original file, save the file with a different name, at a different location, or both.

The selected content is permanently removed when you save the file. If you close the file without
saving it. repeat this process, making sure to save the file.

Tip: Use this function to take file attachments you intend to withhold based on
a FOIA exemption out of Adobe documents.
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Note: When marking documents for redactions in Adobe, always save 2 versions of the
document:

e  One version with the redaction marks unapplied
o This version will be the “review” version. The redaction marks will be
visible along with the content you intend to apply the redaction mark
to.
o This version will also be uploaded to FOIAonline but not released to
the requester.
e One version with the redaction marks applied

o This will be your production version that will be released to the
requester.
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Checklist: What to Include in a Final Response Letter

The checklist below details items to be included in a final response letter and provides
sample language that may be useful. Draft your closeout letter to fit the particular needs of
a request, but be sure it includes the key components below. Following signature of the
letter. the letter should be scanned into FOIAonline even if it is not being delivered
electronically.

Print on Agency Letterhead
[Date Stamp]

[Name
Organization

Street

City, State Zip Code]

Re: Freedom of Information Act Request No. EPA-/XX-XXXX-XXXXXX]. Final
Response

Dear Mr./Ms. [Last name]:

1. SUMMARY OF REQUEST

o Your letter should begin with the request number and summary of the request

o Sample language:
This letter concerns the above-referenced FOIA request. received by the U.S.
Environmental Protection Agency (EPA or Agency) on [Month, Day, Year], in which
you requested, [INSERT a description of the FOIA request. If the request has been
clarified, include the most recent clarification and note when it was clarified. Note key
correspondence or communication with the requester, provide a timeline of EPA’s
response.|.

2. DISPOSITION
o State which one of the following dispositions applies:

s Granted. The records, in their entirety, may be released to the requester.

Partial Grant/Partial Denial. Portions of the record will be withheld from
the requester if covered by either one or multiple FOIA exemptions. The
portions of the record that are not redacted are released to the requester.

»  Denial. The record. in its entirety, will be withheld from the requester if
covered by either one or multiple FOIA exemptions.

» No Record. If, after a reasonable search likely to uncover all responsive
documents. no records are located that are responsive to the request, the
requester will be informed in writing.
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3. DESCRIPTION OF RECORDS

o Next, if the request is being granted in full, describe the records being provided
o Sample language:

The Agency has concluded its search for records responsive to your request and is
providing the requested records in full. [/INSERT a description of the records that are
being provided].

o Ifrecords are being withheld in full or in part, describe the records. If there is a
large volume of records that are being withheld, include an index of those
records.

o Sample language:

The Agency has concluded its search for records responsive to your request and is
[providing a portion of the requested records, [INSERT a description of the records
that are being provided] / withholding all responsive records]. The EPA is withholding
# records in full and # records in part.

o Ifrecords are being withheld in whole or in part, you must note which FOIA
exemptions are the basis for the withholding(s).
o Sample language:

Records are being withheld pursuant to: 5 U.S.C. § 552(b)(#), [shorthand description of
applicable exemption, such as: 552(b)(5), the Deliberative Process Privilege / 552(b)(5),
the Attorney Client Privilege/552(b)(5), the Attorney Work Product Privilege /
552(b)(6) Personal Privacy]. The records are exempt from disclosure because they
[briefly describe reason for withholding such as: are predecisional and deliberative and
would harm agency decision making if released (DPP)/ are confidential
communications between an agency attorney and client concerning legal advice (ACP)/
are documents prepared by, or at the direction of, an attorney in contemplation of
litigation(AWP)/ _contain personal information which would be an unwarranted
invasion of personal privacy if released (PP)]. The attached index of withholdings
provides further information concerning the withheld records for if voluminous — “The
attached appendix contains a categorical description of withholdings and a volume
estimate.”/.

4. COST INFORMATION
o Inform the requester of the fees that are being assessed for the request and how to
pay them.

o Sample language:

The cost to process your request was $/#/. Please see the attached invoice for billing and
payment instructions.
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5. FINAL APPEAL RIGHTS AND CONTACT INFORMATION

o Inform the requester that they may appeal the request, and provide them contact
information for the appeal, the FOIA Public liaison, and OGIS. Also include the
relevant staff person’s contact information. The requester may want to simply
seek clarification about something they don't understand rather than go through
the appeals process.

o Sample language (NOTE: THE FOLLOWING APPEAL LANGUAGE HAS BEEN
RECENTLY UPDATED CONSISTENT WITH THE FOIA IMPROVEMENT A CT
OF 2016):

APPEAL LANGUAGE FOR ALL FINAL FOIA RESPONSES, EXCEPT AS NOTED BELOW:

This letter concludes our response to your request. You may appeal this response by
email at hq.foia@epa.gov, or by mail to the National Freedom of Information Office,
U.S. EPA. 1200 Pennsylvania Avenue, N.W. (2822T), Washington. DC 20460. Only
items mailed through the United States Postal Service may be delivered to 1200
Pennsylvania Avenue. If you are submitting your appeal by hand delivery, courier
service. or overnight delivery, you must address your correspondence to 1301
Constitution Avenue, N.W., Room 6416], Washington, DC 20001. Your appeal must be
in writing, and it must be received no later than 90 calendar days from the date of this
letter. The Agency will not consider appeals received after the 90-calendar-day limit.
Appeals received after 5:00 pm EST will be considered received the next business day.
The appeal letter should include the FOIA tracking number listed above. For quickest
possible handling, the subject line of your email, the appeal letter, and its envelope, if
applicable, should be marked “Freedom of Information Act Appeal.” Additionally, you
may seek dispute resolution services from EPA's FOIA Public Liaison at
hq.foia@epa.gov or (202) 566-1667, or from the Office of Government Information
Services (OGIS). You may contact OGIS in any of the following ways: by mail, Office of
Government Information Services, National Archives and Records Administration, 8610
Adelphi Road, College Park, MD 20740-6001; email: ogis@nara.gov; telephone: (202)
741-5770 or (877) 684-6448; or fax: (202) 741-5769.

If you have any questions concerning this response, please contact [Staff contact] of my
staff at [H###-##H-#HH].

APPEAL LANGUAGE IF THERE IS AN INITIAL WITHHOLDING BASED ON
EXEMPTION 4:

This letter concludes our response to your request. As noted above, the information
withheld under Exemption 4 will be reviewed by the appropriate legal office, which will
issue a final confidentiality determination. Therefore, you do not need to appeal the
withholding of information under Exemption 4. Once the legal office issues a final
confidentiality determination, EPA will notify you whether the information qualifies for
confidential treatment or may be released. To the extent you would like to appeal any
other issue. including any non-Exemption 4 withholdings, you may appeal this response
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by email at hq.foia@epa.gov or by mail to the National Freedom of Information Office,
U.S. EPA. 1200 Pennsylvania Avenue, N.W. (2822T), Washington, DC 20460. Only
items mailed through the United States Postal Service may be delivered to 1200
Pennsylvania Avenue. If you are submitting your appeal by hand delivery, courier service
or overnight delivery you must address your correspondence to 1301 Constitution
Avenue, N. W., Room 6416J, Washington, DC 20004. Your appeal must be in writing,
and it must be received no later than 90 calendar days from the date of this letter.

Appeals received after 5:00 pm EST will be considered received the next business day.
The Agency will not consider appeals received after the 90-calendar-day limit. The
appeal letter should clearly identify the determination being appealed, including the
assigned FOIA tracking number shown above. For quickest possible handling, the subject
line of your email, the appeal letter, and its envelope, if applicable, should be marked
“Freedom of Information Act Appeal.” Additionally, you may seek dispute resolution
services from EPA's FOIA Public Liaison at hq.foia@epa.gov or (202) 566-1667, or from
the Office of Government Information Services (OGIS). You may contact OGIS in any of
the following ways: by mail to the Office of Government Information Services, National
Archives and Records Administration, 8610 Adelphi Road, College Park, MD,
20740-6001; email: ogis@nara.gov; telephone: (202) 741-5770 or (877) 684-6448; or
fax: (202) 741-5769.

If you have any questions concerning this response, please contact [Staff contact] of my
staff at [HEH-HEH-HEHH].

6. SIGNATURE

o Be sure your letter is signed at the Division Director level or above.
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Interim Response Letter Template

The below template is one way to correspond with a requester concerning an interim
production. You may send an email, letter, or message through FOIA Online, and there are
many different ways to communicate about an interim response. Just be clear that the
production is interim and ensure that you are including the following components in your
correspondence:

e Request information (number, date received, summary)

e Description of the interim production (number of records. general description)
e Anticipated closeout date/upcoming productions

e Notice that appeal information will be provided at close out

e Contact information

[Print on Agency Letterhead]
[Date Stamp]

[Name
Organization

Street

City, State Zip Code]

Re: Freedom of Information Act Request No. EPA-[XX-XXXX-XXXXXX]

Dear Mr./Ms. [Last Name]:

This letter concerns the above-referenced FOIA request, received by the U.S. Environmental
Protection Agency (EPA or Agency) on [Month, Day, Year/, in which you requested, [INSERT
a description of the FOIA request. If the request has been clarified, include the most recent
clarification and note when it was clarified.] . The Agency is now releasing records in response
to your request. Please note that this is an interim response, and the EPA continues to work on
your request.

The records EPA is releasing include [/INSERT a brief description of the records that are being
produced].

The Agency expects to complete its response to your request by [Month, Day, Year].
[OPTION: INSERT a description of a rolling production schedule or when the next interim
production is expected if there will be additional interim productions.]

Again, your request is not being closed at this time. When your request is closed, you will
receive information concerning your appeal rights for any part of EPA’s response. If you have
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any questions about this interim production or your request generally, please contact [First
Name Last Name] at [xxxxxxx]/@epa.gov or by phone at [XXX-XXX-XXXX]. Additionally, you
may seek assistance from EPA’s FOIA Public Liaison at hq.foia@epa.gov or call (202) 566-
1667. Last, you may also seek assistance from the Office of Government Information Services
(OGIS). You may contact OGIS in any of the following ways: by mail, Office of Government
Information Services. National Archives and Records Administration. 8610 Adelphi Road.
College Park, MD 20740-6001; email: ogis@nara.gov; telephone: (202) 741-5770 or

(877) 684-6448; or fax: (202) 741-5769.

Sincerely,

[NAME]
[TITLE]
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